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Install and Setup DataMasker

FAQ

Is DataMaskeFree?

Yes. DataMasker is FREE for life for up to 4 objects. You can mask millions of records at a
blazingfastspeedor $0. Theinstallationis easywith the setupwizardhandholdingyou atevery

step. And if you get stuck or need support, then contact us through the website chat. We are here
to makesureyou aresuccessful with yousalesforce&Sandboxmasking needs.

Whatarethestepsto deployDataMasker?

4 EASY STEPS TO DEPLOY

DATAMASKER

INSTALL & TEST DATAMASKER IN SANDBOX
Setup and Test all your masking use cases, ideally in a full-copy Sandbox.

INSTALL DATAMASKER IN PRODUCTION
Install DataMasker in Prod. This will ensure that future refresh move
DataMasker install & mappings to all sandboxes.

IMPORT MAPPING INTO PRODUCTION

Import masking mappings into Production. These cannot be tested here as
DataMasker does NOT run in Prod Orgs.

REFRESH SANDBOX

Refresh sandbox. DataMasker and all the mappings get copied to the
Sandbox. You are ready to hit the button 'Run Masking' %/



CanDataMaskerrun in PROD (I hopeNOT )

DataMasker is deployed in PROD so that it gets copied into every refreshed sandbox org. To
ensure that DataMaskBIEVER runs in a PROD Salesforce Org, we hawastraints built into

it.

DataMasker uses Salesforce standdaised approach(isSandbox) when masking is initiated. It
only runs if it detects that th@rg is aDev or aSandbox Org.

No matter how masking is initiatddBy c | i c k i Mags kkihreg @ RBiint t on o
APEX or REST APIi DataMaskewill NOT run in aPRODorg.
Appendeds a screenshot aheerror users wilseein casemasking igriggeredin PRODfrom
thebutton 6Run Maskingé6.

C E - @a20a @

DataMask Setup Assist: Confi i v Patterns License

3 Configuration Error

B FullCopvy Mas To protect your Production data, we have designed Data Masker so that it can only be executed in a sandbox environment

° Congratulations! DataMasker setup is complete and ready for use

“ Information D Object Maskings (5) @+ C | New

5 items - Sorted by Object Masking Name - Updated 29 minutes ago
Configuration Name

FullCopy Masking

Object Maski... T+ v  Record Type Vv  Group v  Sequence Filter Criteria

Description @

1 Account Mask Records Group 1 10

2 Attachment Delete Records Group 1 10
Vv Delete Settings

9 3 CaseComment Delete Records Group 1 10
Attachments & Files @ Events @ 4 ContentDocument Delete Records Group 1 10 (ContentAssetid=null AND Cc
4 5 Note Delete Records Group 1 10
Notes @ Tasks @
View All

v
Chatter @ Emails @

Executions (0)
Case Comments @

2 [} Post Refresh Activities (0) New

v Advanced Settings

Appended is the REST resmanindicating that DataMasker execution is prohibited in
ProductionOrg.

t

hr



REST Explorer S GUPTA AT PLUMCLOUD LABS ON API 56.0

Try the Salesforce APIs for Postman.

Choose an HTTP method to perform on the REST API service URI below:

O GerT @ post O pur O pATCH O DELETE O HEAD | Headers | | Reset | | Up |

[ /services/apexrest/pcldm/v1l/DataMaskerService | | Execute |
Request Body

{
"dataMaskingRequest": {

"maskingId”: "conf-001"

Expand All | Collapse All | Show Raw Response

= status: false
= message: Data Masker Run only in Sandbox



Installing The DataMasker Application

Step1: Searchfor DataMasker

Navigateto the DataMasketisting onAppExchange. Heris theLINK

bm,.umge
ome solutions by Type

‘:' LD: 2

J r n m a
folution Type STING
c Cloud Compliance DataMasker -
v Apps € Cloud Compliance DataMasker - World's Fastest Salesforce Data Masking Workd's Fastest Salesforce Data Masking
tance
rices "' Data Masking
free
3 Blackthorn PCI Compliance: Sensitive Data Detection & PII Masking for Sale m
v &d for Nor | hhkkk(6)
@ GearsDataMask - Credit Card Masking & Cradit Card Detection for Salesforce {
. ghtning Ready
gition:
Professional & Up
A Data Clean ( Data Privacy App : Production Data Clean, Production Data Mask ) 'll A "
en @ No Limits e
rofe na
terprise
. imit
v mal
Worid's fastest on-platform Data Masking tool
, ©.com
velof
+ Mask 99 Million in 24 hours
atngs « Get Customized Masking
« Comply with CPRA/GDPR/LGPD
v hkkkk * Prevent email blasts by muting other sutomations
v Rhhk * Turned on by DevOps @
v kkk
i s

Step2: Install DataMasker

To install theapplication, click orthe Get It Now button.



https://appexchange.salesforce.com/appxListingDetail?listingId=a0N3u00000OO2JKEA1

al'(("""“”-"‘ = m ke

EARCH

Cloud Compliance DataMasker - World's Fastest Salesforce Data Masking

GWORLD’S FASTEST DATA MASKING s {b
4

i a @ ook ek ok (6 ta Cle
Mask 99M Records in 100% Salesforce No Email Blasts

24 Hours Native 21/2

Protect Your Organization from Breaches and GDPR/CPRA Fines!
Get going in 30 mins! World's fastest on-platform Data Masking tool
M
" - ‘ DPR/LGPD
P roy v Deloitte Reschstion L (LL'Q’" « Prevent email blasts by muting other automation

Step3: Add Installation Details

T Key in theInstallationKey (ContactCloud Complianceleamat info@cloudcompliance.app
I SelecttheoptionInstall for AdminsOnly



| Install Data Masker

By PlumCloud Labs

A This app is protected by an installation key.

Password @

222

© Install for Admins Only Install for All Users Install for Specific

Profiles...
App Name Publisher Version Name Version Number
Data Masker PlumCloud Labs ver 1.0 128

Additional Details  View Components

Notei Usercanconfirm completionof installationby goingto Setup-> Deployment Status

SETUP

Deployment Status

Deployment Status

Deployment Succeeded o Deploy Components 9 Run Apex Tests

Name: 0AfB000000nBVCe

Type: APl

Deployed By: Radha H

Start Time: 08/02/2023, 11:16 am
End Time: 08/02/2023, 11:19 am




SetupAssistant

This article covers the use of the DataMasker Setup Assistant to configure the org and run the
DataMasker application. Once you switch to the DataMasker application, you will automatically
be navigated to the SgtAssistant tab. This tab will help you set up and configure the

applicationand allow you to creat@sampleconfiguration.

.,E DataMasker Setup Assistant  License  Accounts v  Contacts v  Cases v Leads v  Opportunities v Loan v Xd

x- @ 2542 @

a One time sandbox data masking setup l

1 Assign Permission Set ‘ Verify ‘ N

Click here to navigate to the User record and assign the DM System Admin permission set.
For more information, see knowledgebase

2 Assign iti y /App Permissi

Assign your User the following permissions:

Bulk API Hard Delete (System Permissions)

Query all Files (App Permissions)

View and Edit Converted Leads (App Permissions)
These permissions are required for masking to work correctly. Assign these permissions using an existing Permission Set or create a new one.
For more information, see knowledgebase.

3 Assign 'Object Masking' Page Layouts

Click here to navigate.
Click on Delete Records column header to select the column.
Choose Delete-Object Masking Layout from the Page Layout To Use dropdown list.
Click on Save.
For more information, see knowledgebase.

Step1: AssignPermissions Set
T You can assign DataMasker System Administrator permissions to a us&yatiém
Administratoror an equivalent profile.
T Click onthelink labeled6 h eto ravdgateto the permissiorsetassignmentHere,you
canseethe6 D IBystemA d mipermission sethatcan therbeassigned.
Assignthepermissiorsetd D BystemA d mi n 6 .



SETUP
Permission Sets

Permission Set Assignments

- Chetan Paunikar

Save | | Cancel

Available Permission Sets Enabled Permission Sets

CRM User N DM System Admin | -
DM System Admin Clone 1.22 beta 4
DM System Admin Clone 1.4 released Add
DM System Admin Clone1.5 beta 1 L"J
Rollup Helper - All Access LLJ
Rollup Helper - Read Access Remove
Salesforce CMS Integration Admin

Salesforce Console User
Slack Service User
Standard Einstein Activity Capture v v

Save | | Cancel

Click on the Savéutton.

Notei Formoreinformationon permission setgpu cannavigateto adifferent knowledgdase
articlet i t | e d PernfisaignsSetgyourPr of i | e 0.
For moreinformation,click here.

@ Q_ Search.

EEE DataMasker Setup Assistant  License  Accounts v Contacts v Cases v Leads v Opportunities v Loan v K

a One time sandbox data masking setup

1 Assign Permission Set ‘ Verify ‘

Click here to navigate to the User record and assign the DM System Admin permission set.

For more information, fsee knowledgebase.|

2 Assign iti /App Permissi

Assign your User the following permissions:

Bulk APl Hard Delete (System Permissions)

Query all Files (App Permissions)

View and Edit Converted Leads (App Permissions)
These permissions are required for masking to work correctly. Assign these permissions using an existing Permission Set or create a new one.
For more information, see knowledgebase.

3 Assign 'Object Masking' Page Layouts
Click here to navigate.
Click on Delete Records column header to select the column.
Choose Delete-Object Masking Layout from the Page Layout To Use dropdown list.
Click on Save.
For more information, see knowledgebase.



1 After assigninghe Permissiorset,you canclick onfi V e r onthgHome pagef the
SetupAssistant tacheck that th@ermission setas been successfuligsigned.

9 After clicking on AVerifyo, a green tick w
hasbeen assigned successfully

C - @a?2ea s

33 DataMasker

a One time sandbox data masking setup

' Assign Permission Set

andd sszign the DM System Ademin permizsion et

1 If youassignedhe DM SystemAdmin permissiorsetdirectly without navigatingfrom

the SetupAssistant page, just refresh the page to see the green marker appear as shown
above.

‘ Al w -, Search...

°=s  DataMasker Setup Assistant  Configurations s  Patterns v/ License

g One time sandbox data masking setup

Q Assign Permission Set

”| Click here to navigate to the User record and assign the DM System Admin permission set.
! For more information, see knowledgebase.

To performDataMasking,y o unied3 additionalpermissions:
I. Bulk APl Hard Delete (User caimd SystemPermission irPermissiorSet)
Il. Queryall Files(User carfind App Permission irPermissiorSet)
lll. View & Edit Converted Leads (User can find App Permission in Permission Set)

Y o u idekdio assignthesethroughanalreadyexistingpermissiorsetor by creatinga new
Permission Set.



Q Search

DataMasker Setup Assistant  License  Accounts v  Contacts v Cases v Leads v  Opportunities v  Loan v s

a One time sandbox data masking setup

1 Assign Permission Set

| verity |

Click here to navigate to the User record and assign the DM System Admin permission set.
For more information, see knowledgebase.

2 Assign Additional System/App Permissions

Assign your User the following permissions:

Bulk API Hard Delete (System Permissions)

Query all Files (App Permissions)

View and Edit Converted Leads (App Permissions)
These permissions are required for masking to work correctly. Assign these permissions using an existing Permission Set or create a new one.
For more information, see knowledgebase.

3 Assign 'Object Masking' Page Layouts
Click here to navigate.
Click on Delete Records column header to select the column.
Choose Delete-Object Masking Layout from the Page Layout To Use dropdown list.
Click on Save.
For more information, see knowledgebase.

For moreinformation,click here.

S DataMasker Setup Assistant  License  Configurations Patterns »  Accounts v  Contacts v  Cases Vv Leads Opportunities ~  Loan a

EE] one time sandbox data masking setup

° Assign Permission Set

Click here to navigate to the User record and assign the DM System Admin permission set.
For more information, see knowledgebase.

0 Assign Additi y /App Per

Assign your User the following permissions:

Bulk API Hard Delete (System Permissions)

Query all Files (App Permissions)

View and Edit Converted Leads (App Permissions)
These permissions are rt
For more informatio

red for masking to work correctly. Assign these permissions using an existing Permission Set or create a new one.

1 As mentionedn Stepl, after assigninghepermissiongoucanclickonii Ve rto f y o
checkwhetherthe permission set hégen assigned correctly.

Q Search

DataMasker Setup Assistant  License  Accounts \»  Contacts v Cases v Leads »  Opportunites v  Loan v

m One time sandbox data masking setup

° Assign Permission Set

Click here to navigate to the User record and assign the DM System Admin permission set. |
For more information, see knowledgebase

2 Assign Additional System/App Permissions Verity

Assign your User the following permissions:

Bulk API Hard Delete (System Permissions)

Query all Files (App Permissions)

View and Edit Converted Leads (App Permissions)
These permissions are required for masking to work correctly. Assign these permissions using an existing Permission Set or create a new one
For more information, see knowledgebase.




1 After clicking ontheVerify buttonuserwill seea greertick thatshowsPermissiorSet

hasbeen assignesuccessfully.

O Assign Additional System/App Permissions

Assign your User the following permissions:
Bulk API Hard Delete (System Permissions)
Query all Files (App Permissions)
View and Edit Converted Leads (App Permissions)

These permissions are required for masking to work correctly. Assign these permissions using an existing Permission Set or create a new one.

For more information, see knowledgebase.

Suppose the user has given these three permissions directly without navigating from the
SetupAssistanipage.Thenthe userneedgust to Refreshthe pageandwill seethe Green

tick will appear automatically as shown above.

Step 3: AssignObjectMaskingPagel.ayouts

DataMaskeroffersdifferentpagelayoutsfor6 Ma s kandd @@ |1 et i on 6 .

Thed Ma s Page. @ y aswsedto addfield maskingwhereagshe6 De | Pdgél @ty asut 6

usedto delete records.

To assignan ObjectMaskingPagelayoutclick onthelink 6 h e r sedn. Iwilk redirectyouto

the PagelLayout Assignment screen.

a One time sandbox data masking setup

o

o

Assign Permission Set

Click here to navigate to the User record and assign the DM System Admin permission set.
For more information, see knowledgebase

Assign Additional Sy /App Permissi

Assign your User the following permissions:

Bulk API Hard Delete (System Permissions)

Query all Files (App Permissions)

View and Edit Converted Leads (App Permissions)
These permissions are required for masking to work correctly. Assign these permissions using an existing Permission Set or create a new one.
For more information, see knowledgebase.

Assign 'Object Masking' Page Layouts

Click here to navigate.
Click on Delete Records column header to select the column.
Choose Delete-Object Masking Layout from the Page Layout To Use dropdown list.
Click on Save.
For more information, see knowledgebase.

For moreinformationaboutpagelayoutassignments;lick here.

Mark as Completed



0 Assign 'Object Masking' Page Layouts
® Click here to navigate.
® Click on Delete Records column header to select the column.

® Choose Delete-Object Masking Layout from the Page Layout To Use dropdown list.
® Click on Save.

For more information, seflkncwledgebase

1 After assigninghelayoutsclickin Maas€ o mp | et ed 0.

a One time sandbox data masking setup

° Assign Permission Set

Click here to navigate to the User record and assign the DM System Admin permission set.
For more information, see knowledgebase.

° Assign Additional System/App Permissions

Assign your User the following permissions:

Bulk API Hard Delete (System Permissions)

Query all Files (App Permissions)

View and Edit Converted Leads (App Permissions)
These permissions are required for masking to work correctly. Assign these permissions using an existing Permission Set or create a new one.
For more information, see knowledgebase

3 Assign 'Object Masking' Page Layouts
Click here to navigate.
Click on Delete Records column header to select the column.
Choose Delete-Object Masking Layout from the Page Layout To Use dropdown list.
Click on Save.
For more information, see knowledgebase.

Mark as Completed

T Now, thegreentick shouldbe displayedshowingthatyou haveassignedhe Object

MaskingPagel.ayouts successfully.




Q Assign 'Object Masking' Page Layouts

Click_here to navigate.
Click on Delete Records column header to select the column.
Choose Delete-Object Masking Layout from the Page Layout To Use dropdown list.
Click on Save.
For more information, see knowledgebase.

Step4: Assigning6 P a t tPagelLayouts

° Assign Additional System/App Permissions

Assign your User the following permissions:

Bulk API Hard Delete (System Permissions)

Query all Files (App Permissions)

View and Edit Converted Leads (App Permissions)
These permissions are required for masking to work correctly. Assign these permissions using an existing Permission Set or create a new one.
For more information, see knowledgebase.

° Assign 'Object Masking' Page Layouts

Click here to navigate.
Click on Delete Records column header to select the column.
Choose Delete-Object Masking Layout from the Page Layout To Use dropdown list.
Click on Save.
For more information, see knowledgebase.

4 Assign 'Pattern' Page Layouts Mark as Completed

Click here to navigate.
Click on the Regex column header to select the column.
Choose Regex from the Page Layout To Use dropdown list.
Click on Save.

For more information, see knowledgebase.

DataMasker also offers a page layout for pattern objects. To set the page layout for pattern
objects,usershaveto click thelink and followthesame stepasaboveand selectheappropriate
patternpagelayout forpatternobject record typeasshown in thebelow image.
Onceclickingont h e @3Ca rmip | agteentick will appeamandshowd T luserhas
assignedPatternPage ayout s successfullyod.

° Assign 'Pattern’' Page Layouts

Click here to navigate.
Click on the Regex column header to select the column.
Choose Regex from the Page Layout To Use dropdown list.
Click on Save.
For more information} see knowledgebase.




Step5: Geta SampleMasking Configuration
DataMaskercomeswith a sampleconfigurationfor Accounts& Contacts.

Click on ACreate Configurationo to ngwhow starte
to create a configuration, you can click dire
process.

° Assign "Pattern’ Page Layouts

the Regex column header to seiect b
+ Regex [+ the Page Layout To Use

Get a Sample Masking Configuration :l
Dt Masker comes packaged with samgile configuiation for Accounts & Contacts. Click o Create Configuration 10 get started w

Q View Masking Configurations

When you c¢click on 6Create Configurationdé, a p
ConfigurationCreatedS u ¢ ¢ e s $Shiswill drepatéa sampleconfigurationof Accounts&

Contact€Object MaskingRecordsand somesampleField Masking Records.

Step6: View MaskingConfigurations

To view the SampleConfigurationor to create anewconfigurationclick on6 T ankee t her e 6 .
Click on thed T arkeghered

o Get a Sample Masking Configuration

n for Accounts & Contacts. (lick on Create Configuration o get ctarted with the sample conf

° View Masking Configurations

Thislink will directly takeyou to theConfigurationpagewherethe SampleConfigurationhas
alreadybeen created.



‘ Al w Q,  Search Configurations and more...

*ss  Data Masker Setup Assistant  Configurations ~  Patterns v License

3 Configurations

H Recently Viewed v ¥

1 item « Updated a few seconds ago

Configuration Name

1 Sample Configuration (Auto-Generated by DataMasker Setup Assistant)

Click onthe Configuration name
C v ‘ x| a20 PP

D Sam-;)lo Configuration (Aut

o iaeiion " ) object Maskings (2) *
2 tems + Sorted Dy Group « UpSated & Yew seconds 0c
ple » Generate » Object Masking v Record Type v | Growp t v Sequence v Filter Criterla v Use Bulk Api v
A stan

In the ObjectMaskingsection,somesampleobjectmaskingrecordsshouldalreadybethere.If
youwantto addsomeadditionalobjectmaskingrecordsthenclicko n  t h ebutiorN e w 6

o Object Maskings (2) -/ C E

2 items « Sorted by Group « Updated a few seconds ago

Object Masking ... v Record Type v Group t v Sequence v Filter Criteria v Use Bulk Api v
tact Mask Re. i Group 1
Mask Records Group 1 20

OntheContactObject Maskingsomesamplefield records ar@rovided.If you wantto add
someadditional fieldmasking records, theslick onthe6 Ne wdé but t on.



B Siccses ] G| e

Contact (CC_DateField_¢) I
Descrigtion CC_DateTimeFeid
(CC_DateTimefield_c) v) = v | | Ao Genases
Fiter Crtera © CC_EmaiField
v (€€ EmaiFieid_c) - Pattem - Regex v Emal-Regex -




Track Masking ProgressWith The Custom

Fi el d o3Maa t{fQptaoal)

It is important to track if all the records did mask after the masking operation is complete. The
recommended way to track thisisdyd di ng a custom field O6Masking
objects that are being masked. All the records that are successfully masked will be set with the
valuedb Ma s bydDdt@MaskerAny recordwiththed Ma s ISt a ¢ NUWLIB6 is notmasked.

Thisfield helps in retrying maskindgailures andalso helps irtroubleshooting.

Addingthecustomfield 6 Ma s 5t @a @neacliof the Objectsbeingmaskeds highly

recommended.
Overview

1. Createacustomfield6 Ma s ISt atj us 0
2. Add6 Ma s Bt a tpeashdfthed Ob jMa e tk recogl

Stepl: Createacustomfield 6 Ma s KSit rag us 6
Add Custom Field O6Masking Statusd to each of
NavigateY 6 Ob jMa o ta grelBefecttheobjectin whichyou needto adda field.

see
see
“ee

Setup Home | Object Manager

A A
Object Manager

—— - Y Y——— CE ey e — —— Y T T T R Y

— T

LABEL - APl NAME TYPE DESCRIPTION

Account Standard Object

AccountBrand Standard Object
Activity Standard Object
AlternativePaymentMethod Standard Object
ent Store ApiAnomalyEventStore Standard Object

Navigate->0 Fi aehds Re | a andaick snid iNp svo ,
T SelectDataTypePicklist
i Click onButton6 Ne x t 0



EEE Setup Home  Object Manager
Details O tmat users an " onwre proper - 0 o mers can
choose the address when cicking Send an Emad Note That custom emad addresses cannot be used for mass emals.

I Fields & Relationships O essisesticn Atows users 10 defire locations. INCudes leblue end longlude components. and can bo ubed 1o Calculate didance.
e Alows users 1o enter any numoer Leading 2eros ane removed.
Page Layouts
M Atows users 1o enter 8 percentage number for example ‘10’ and aulomatcaty adds the percent sign 1 Me number
Lightning Record Pages Abows users 1o enter any phone number. Automatically formats & as @ phone Number.

L Phone

Buttons, Links, and Actions Allows users 1o select a value Yom a kst you define.

O Pickiist (Muli-Select) Alows users 1o select multiple values from a ist you defne
Compact Layouts

!"4'"‘ Alows users 10 enter arry combination of letiers and numbers.

Field Sets
O Yext Aree Alows users 10 enter LD 10 255 characters on separale ines.
Object Limits qummlm' Aliows users 1o enter up 1 131,072 characters on separate lines.
) Yoxt Area (Rich) Alows users 10 enter formattnd texl. add mages and bras. Up 10 131,072 characters on separate lines.
Record Types
O Yast Encrypted) 4 Alows users 1o enter any combination of lefiers and numbers and slore iem in encrypted form.
Related Lookup Filters O Tien Allows users 1o enter & local Bme. For exampla, 240 P, *14:40°, “14.40:00", and *14.40.50.600" are af vald Semes for B flekd,
Search Layouts Oure Alows users 1o enter arry valid websile addross. When users clck on the Sekd, the URL wil apen in a saparate browser window.

List View Button Layout
Cancel

Key in thefield details:
-FieldLabel:6 Ma s St ag us 06

-Values:Select6 E n\alaeswith eachvalueseparatedy anewl i ne 6
EnterValue: Masked

Click onButton6 Ne x t 6

Setup Home  Object Manager

SETUP > OBJECT MANAGER

bl Account

g for s Page ©

Account
Details New Custom Field

e YT
Page Layouts
e (5] |
l""'""' [Masking Status l.

Lightning Record Pages

Buttons, Links, and Actions

Compact Layouts oy s
& Enter values, with each value separaied by a new ine
Field Sets
Object Limits I Masked i
Record Types

Related Lookup Filters
_ Daglay vaiues siphabetically. not i the order eriered
Search Layouts Use first vatso as defaull value |

£ Resinict pickiist 10 the values defined in the value set |
FisléNeme  IMasking_Status ] s
Hierarchy Columns Duscription  [This fleid tracks if the rcord is masked o not @ 1

List View Button Layout

Trioaers

Selectd Vi s forledcto@he profilesunderwhich DataMaskewwill run.
Click6 Next 6



ﬁ

Patt Late  Mashing Sisus

Deta Type  Prokint

Pkt N Mashing_ St

Cwncripbon  Tm feed VACAS f B 1900 @ Smhned o8 ot I
Saect 16 prufims 10 wheh pou e N FEE S0 accens S PR ] va St (even necurty The S e be Sedser Yom e profies il Jou 30 et add 1 16 M v secuty.
Pt Laves Sty foe Pt Vieae. Roat Oy
A
Anaiytes Cent irsmgaten Uner
Anatytes Ceus Securty User
Contract Maraget
Customer Cammurty Lagn User
Customer Communty Plas Logn User
Customer Communty Pss User
Customer Cormmunty User
FOC Admin
FSC Associses Bamter
FSC Margage Ofcer
FSC Parsanal Barkar
FSC Waath Acwsar
Vareesng User
Mimam Acsess Sseworte
Punner Commmursty Logn User
Pame Cormmuray Use
Purscral Basser

T Unselectall of thePagelLayout
i Click onthe buttonrd Sa v e 6

Account
New Custom Field

Previous MAhE Ca-u:

Fisld Label  Masking Status

Data Type  Pickist

Fisld Name  Masking_Status

Description  This fiekd tracks if the record is masked or not

Select the page layouts that should include this Seid. The field will be added as the last fisid in the first 2-column section of these page layouts. The field wil not appear on any pages #f you do not select a layout.
mmmummmnw.mﬂwnmnmmhmnm-um.mnmeomvnumm

[ Add Fleld  Page Layout Name

0 Account (Business Reterral) Layout

0 Account (Business) Layout

! Account (Household) Layout

[ Account (Individual) Layout

LJ Account (Institution) Layout

) Account (Policyholder) Layout

l Account (Retail Chent - Individual) Layout
=) Person Account Layout

\

When finished, click Save & New to create more custom fields, or click Save i you are done.

Step2: Add 6 Ma s KSit rag wacboftthoe 06 0k p & ordradd
T Navigateto the DataMaskeApp

I Configurationgab

T Click onthe ConfigurationName



T Click onthe Object.Exampled C o n tn thestréenshabelow

=3 Configuration
G Sample Configuration (Aut d by DataMasker Setup Assi Run Masking Edit Run Post Refresh Activities

° Congratulations! DataMasker setup is complete and ready for use.

v Information a Object Maskings (2) &~ el New

< 2 items - Sorted by Group - Updated a few seconds ago
Configuration Name

Sample Configuration (Auto-Generated by DataMasker

Object Masking ... * v  Record Type v | Description v  Group T v | Sequence ‘ | FilterCrit...
Setup Assistant)

Description @ 1 Mask Records Group 1 10
NOTE: ALL Contact and Account records will be 2 Account Mask Records Group 1 20
masked if this configuration is run. To mask a small

number of records, update the filter criteria field on View All

aarh nhiart Mara infa hara:

Click onthe buttom Edi t 0

Patterms Lcerse

Ctwect Maskng
Contact )
Diyect Ladve Recore Vype ortguatar Lotcr Se
Contact Mask Records ample HigLrate ANO Gererate MaMasker Setup Assstant) 2000
v Details O Fleld Maskings rret ’
e Fetd Action Replace With Replacing Vabue
ontact r ~ p = a
Contad A3st Phone (Assatantmone Fepace - Patserr - Reges v Phone-Regedie. ¥
e ot
Depertmert Department Eoase . Rardom v Auto-Cenerated
s @ 2 = = <
Evad Emad) Repiace B Patsern - Regex v Emal-Reges v
Fr3t Name (FratName) Fepace - Pattern - Custom List  w st Name-List v
oup .
v *Last Name (LastName Faplace - Pattern - Custom Lt Last Name-List -
ecuercr
Maiing Sty (MabngC Capiace - Pattern - Custom Lt w ty-LatiGional v
. 0 '
Maing Street MasngSereat Raplace - Potsern - Custom Lt » treet Accrens-Lst v

Updatevalueoffield6 Fi Crtietrer i a 6
masking_statusC = NULL
Click ontheButton6 Sa v e 6



Object Masking

*Select Object

Contact v

Description

Filter Critera ©

masking status _C = NULL @

v Advanced Settings

Select Group

Group 1 3

Sequence

10

Use Buk Ap

Batch Size ©
2.000

L:“"Cet

Add6 Ma s Bt a tp&isldMasking
T Click onthebutton6 Ne w 6



C . - mer2eas @

DataMasker Setup Assitant orfigurabors L e I cette  Actourts Cortacs Loam Leack «  Dmationt ’

~ Details [} Fleld Maskings n

- Actlon Replace With Replaciag Varse
AR e A
Accour
escrghar v Sorr - -
« 0 " v - v
v t v v v
< > " » v Har . ue v e

Enterdetailsof this new field

i SelectAction:6 Repl aced

i SelectFurtherAction:6 Har dvadedd

I SelectField:6 Mas ki ng Statusbéo
iSelect Value: O6Masked?®o

Click onthebutton6 Sa v e 6
C v a e 27264

DataMasker Setus Mssetant  Configurtions Tarerrs Ucense  AICOUMtS Contacti v leans Leadk Ixacutions 7

Otywct Masking

Account
¢ Tyve ) Vot WNO favh S
Mask Reconds st Mandk 2,000
v Detalls U Flald Maskings Reset n
r Fleld Action Replace With Replacing Vislue
e e " v ) w v hed v
ot ) t

MaskingStatusField shouldshowunderField Maskingsasbelow




k - ' @ er2ea

-
DataMasker SeTup Assistart Corfipuritors Fatwrr Learse Accounts Tontacts Dars Losds Facutar s
B Olgect Maskirg
' o with At
Account ' ed
Patir Sae
Account Mask Records gt My ) 2000

v Details ] Fleld Maskings “ m

- Fleid Acvon Raplace With Faplacng Value

Accouns Aasong Stany
- Fepace - rardcoded Vilue Mastas -
: Matking_Sata_c

Repeatddingthecustomfield 6 Ma s It a tpalldh@remainingObjectsthatarebeing
masked.



Get an Unlimited License(Optional)

DataMasker offers a complimentarial period of one month to its users. During this trial, users are able

to mask an unlimited number of objects. However, once the trial period comes to an end, the license will
expire. When you install the Dat dodablstoeiewtheppl i cat i
licensein thelicensedetailssection.In orderto continueusingDataMaskebeyondthetrial period,users

will needto contactinfo@cloudcompliance.app obtain the necessaligense.

i3t Data Masker Setup Assistant  Configurations v Pattems ~  License .
m . .
I License Details : >

License Details

License Id Start Date End Date Total Object Status

Lifetime Free

Onceyou havethe Unlimited License therearetwo waysto install it on your SalesforceOrg.

1. OverTheAir LicensesSync

Prerequisite: Youol/| haveutoowneatg. aYBembt eabsbe
Compliance to ensure that your license has been successfully activated in the Cloud Compliance licensing
server. Once the prerequisites have been met, nav
Syncbo.

OTA License Sync @
[l

Validate Key

License Details

Y o u getalicensewith thestatusi Act i veo.

License Details —— o

License Details

License Id Start Date End Date Total Object Status

GRIDZEAD 2022-05-25 2022-06-23 50
40 nactive



https://cloudcompliance.app/docs/datamasker/install-datamasker/get-datamasker-license-for-paid-version-only-2/
mailto:info@cloudcompliance.app

Thelicense startlate andend datecan beseenn thelicensedetail records.

2. ValidateKey

PrerequisiteY o u ekdto contactCloud Complianceo receiveyour EncryptedLicenseKey

C Al w Q. search..

EEE Data Masker Recommendations v/ Configurations Patterns License

2

# License Details

[ c418a33e23900b8fa3e8511e2a5¢cbb51fa7a61eae2c5dd29a7110ebfec7b9450eb66aa3999f19 ] Validate Key

Click on the O6License' Tab, then enter the
Keyd. You will see a license record with th
statuswill display as 'Upcoming'.

License
m License Details OTA License Sync @
License Details
License id Start Date End Date Total Object Status
AIFII0006KIDTEAD 2022-07-06 20220721 100

AVFOO000EXIDZEAD 20220525 20220623 50

Lifetime Frae 40 nactiie
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Migration From Salesforce Data Mask To
Cloud Compliance DataMasker (Optional)

Migrating from Salesforce Data Mask to DataMasker is simple. We have an Apex script that
doesthe job.Themigrationprocess must bexecuted irthe Sandbox orgshereboth Salesfoce
DataMaskand CloudComplianceDataMasker arenstalled.Herearethe stepgo migrate

1. Create Apex Class

Login to the Salesforce sandbox org where Salesforce Data Mask and Cloud Compliance
DataMaskers installed.Navigateto Setup>CustomCode>Apex Classesandclick the6 N e w 6

button.Copy & Paste thappendeaode. And savéhe Apex class.

public classDataMaskerMigrationScridt

public static void migrate(){

Set<String> objectsWithNonBulkApi=ne®et <Stri ng>{ 6User 6,
Map<String,Schema.SObjectTypeschemaMap= Schema.getGlobalDescribe();

Map<String,pcldm_Configuration c> mapOfSourceldToConfigurationnewMap<String,
pcldm_Configuration ¢>();

for(datamaskDataMask_Configuratioomdt conf : [select id, MasterLabel,
datamask Anonymize_Case_Comments, datamask Delete Chatter c,
datamaskDelete Emailc,

datamaskNotes c from datamaskDataMask_Configuratioomdt]){
pcldm_Configuration ¢ ¢ = new pcldm Configuration c();

c.Name= conf.MasterLabel;

c.pcldm Descriptionc=6 A u t o manmportedednfigyrationfrom SFDCD M. 0 ;
c.pcldm Chatter ¢ = conf.datamaskDelete_Chatterc;

c.pcldmEmailsc = conf.datamasRelete_ Emaik;
if(lmapOfSourceldToConfiguration.containsKey(conf.ld)){
mapOfSourceldToConfiguration.put(conf.lx);

}
}

OAt t i




if('mapOfSourceldToConfiguration.isEmpty()){
insertmapOfSourceldToConfiguration.values();

Set<String>nonMaskingObjects new Set<String>();

for(pcldm DM_App_Config mdtmdt: [SELECTId, pcldm Value ¢ FROM
pcldmDM_App_Configmdt WHERE pcldmModule_Name =
600bject Maski ngUnsel ectabl ed]) {
nonMaskingObjects.add(mdt.pcldivalue_ c);

}

Map<String,pcldm ObjectMasking c>mapOfKeyToObjectMasking newMap<String,
pcldm _Object_Maskingc>();
Map<String,Map<String,Schema.SObjectField>mapOfObjectNameTofieldMap newMap<String,
Map<String,Schema.SObjectField>>();

for(datamaskasking_Objecidtobj : [select id, datamagkPl_Namec,

datamask DataMask _Configurationc, datamaskWhere_Criteria LT c

FROM datamaskMasking_Objectmdt

WHERE datamaskDataMask Configuratiort IN :mapOfSourceldToConfiguration.keySet()
AND datamaslAPI_Name ¢ NOT IN :nonMaskingObjects]){

String key = obj.datamadbataMask _Configuration + 6 ~6 + o AHFl_Namact a ma s k
if(schemaMap.containsKey(obj.datamasRl _Namec) &&
mapOfSourceldToConfiguration.containsKey(obj.datamBskaMask_Configuratiort) &&
ImapOfKeyToObjectMasking.containsKey(key)){

pcldm Object_Maskingc o = newpcldm Object_Maskingc();

o.pcldm Active_c =true;

o.Name= schemaMap.get(obj.datamasl _Name c).getDescribe().getLabel();

o.pcldm Batch_Sizec = 2000;

o.pcldm_Configuration_c =
mapOfSourceldToConfiguration.get(obj.datamBsitaMask Configuration).ld,;

o.pcldm Filter_Criteria c = obj.datamaskwWhere_Criteria_LTc;

o.pcldm Group_c= 016 ;

o.pcldm__Object_API c=obj.datamask APlI_Name_c;

o.pcldm Object_Label & schemaMap.get(obj.datamaslAPl_Name__ c).getDescribe().getLabel

0;



0.pcldm_Sequencec = 10;
o.pcldm Use_Bulk_Apic = true;
0.RecordTypeld
Schema.SObjectType.pcldm®bject Maskingc . get Recor dTypel nfosByDevel op
_Recordsd). get RecordTypel d();
if(objectsWithNonBulkApi.contains(o.pcldi@bject_APIc)){
o.pcldm Use Bulk_Api c = false;

0.pcldm_Batch_Size c=200;

}
mapOfKeyToObjectMasking.put(key, 0);
if(lmapOfObjectNameTofieldMap.containsKey(o.pclddbject APIc)){
mapOfObjectNameTofieldMap.put(obj.datamagkl _Namec,
schemaMap.get(obj.datamag®l_Name c).getDescribe().fields.getMap());

}
}
}
if(lmapOfKeyToObjectMasking.isEmpty()){

insertmapOfKeyToObjectMasking.values();

/Imapof SFDM to CC-DM patternmappings
Map<String,String>mapOfSourceToTargetPattermew Map<String,String>{
OFiNasme @ Fa > s4 i Na e

OLast Named -l=si>stéd,ast Name

6Company Named =L> s6tAdc,count Name
OEmard Bm&e e x 6,

0Streetd =>-LoStioeet Address

0Ciz>yp GiLtiyst (US) 6,

60Staredb-btat euUS) o6,
OPo€bd¥+0Pof€ddeRegex ( US) 0,

OPostal Code ( CanRaedgae)xdo( ESS) 66,Post al Code
60CoyBdtaCount rLyi sNtabme

OPhone N/ ABegex(BBpace

0So SecarityNo®d>0 SSRNegex (US) 6,

0 So SecarityNoVal urrees d-BSHNex (US) 6,




6Country (abbr)o6-Lda>tdCountry | SO Code
0 F Nlalme 6 FiNamelL i st 0

h

Map<String,pcldm Patternc> mapOfDmPatternNameToPattermew Map<String,
pcldm Patternc>();

for(pcldmPatternc p : [SELECT Id, Name, pcldifiypec FROM pcldmPatternc]){
mapOfDmPatternNameToPattern.put(p.Nap)e,

}

Listcdatamask Masking_Field _mdt>IstOfFieldMaskings FSELECTId,
datamask APlI_Name__ ¢, datamaslCustom_Patternc, datamaskField_Length c,
datamaslField_Type__c, datamadkasking Categorg, datamasiasking_Object,
datamaskMasking_Typec,

datamaskPattern_Datac, datamaskRequired c, datamaskUnique c,
datamaskMasking_Objectr.datamas\PI_Namec,
datamaskMasking_Objectr.datamaskDataMask Configuratiorc

FROM datamaskMasking_Field mdt

WHERE datamask Masking_Object r.datamask DataMak Configuration cIN
:mapOfSourceldToConfiguration.keySet()

AND datamask Masking_Obiject r.datamask APl Name c!=6 Us er 6] ;

Map<String,pcldm_Patternc>mapOfPatternsTolnsertrew Map<Stringpcldm_Patternc>();
for(datamaskMasking_Fieldmdtfm : IstOfFieldMaskings){

if(fm.datamaskMasking_ Typec == O6Patterni zed &&
String.isNotBlank(fm.datamaskustom_Patterrc) &&
ImapOfDmPatternNameToPattern.containsKey(fm.datar@asitom_Pattern)){

pcldm Patternc p =new pcldm Patternc();

p.Name=fm.datamask__ Custom_Pattecn

p.RecordTypeld

Schema.SObjectType.pcldfratternc . get Recor dTypel nf osByDevel
cordTypeld();

p.pcldm Data Type c=6 Te xt 6 ;

p.pcldm Type c= O RegexX

(@)}

oper Na




p.pcldm Value c = parsePattern(fm.datamask__ Custom_Patt®rn
mapOfPatternsTolnsert.put(p.narpg,

}

}
if(lmapOfPatternsTolnsert.isEmpty()){

insertmapOfPatternsTolnsert.values();

for(pcldm_Patternc p : mapOfPatternsTolnsert.values(){
mapOfDmPatternNameToPattern.put(p.Nap)e,

}
}

List<pcldm Field_Masking c> IstOfFieldMaskingTolnsert new

List<pcldm Field_Masking c>();

for(datamaskMasking_Fieldmdtfm : IstOfFieldMaskings){

Stringkey =

fm.datamaskMasking_Objectr.datamaskDataMask_Configuratiorc + 6 ~ 6 + f m.Maskit a m
ng_Objectr.datamask__API_Name;

if(mapOfKeyToObjectMasking.containsKey(key) &&
mapOfObjectNameTofieldMap.containsKey(fm.datamadlasking_Object r.datamask API_Nam
e o)X

Map<String, Schema.SObjectField> mapOffieldDescribes =
mapOfObjectNameTofieldMap.get(fm.datamdslasking Objectr.datamaskAPIl_Name c);
if(mapOffieldDescribes.containsKey(fm.datamaskPl_Name__c)){
Schema.DescribeFieldResdfield =

mapOffieldDescribes.get(fm.datamasl_Name c).getDescribe();

pcldm_Field_Masking__c f = new pcldnield_Masking c();

f.pcldm_Active_c =true;

f.pcldm_Field_API c =fm.datamaskAPI_Namec;

f.pcldm_Field_Labelc = dfield.getLabel();

f.Name= dfield.getLabel();

f.pcldm Field_Type c = String.valueOf(dfield.getType());

a s k




f.pcldm_Unique__c = false;

f.pcldm_Object_Masking ¢ =mapOfKeyToObjectMasking.get(key).Id;
if((f.pcldm_Field_Typec==0 T E X T A Rfipéldim Fleld_Typec==6 ST R &G0 )
fm.datamaskUniquec){

f.pcldm__Unique_c=true;

}
f.pcldm_Action_c=0 Repl| ac e 0;

if(fm.datamaskMasking_Typec==60 De |l et e 6 ) {

f.pcldm Action c=0 Er as e 6 ;

lelseif(fm.datamaskMasking_Typec==6 Anony mi ze 8) {
f.pcldm_Further_Actionc=6 Ra n d o mo ;

f.pcldm Value c=6 AuGener at ed 6 ;

lelse if(fm.datamasiMasking Typec == 6 Patterni zeb) {
if(String.isNotBlank(fm.datamaskustom_Pattern) &&
mapOfDmPatternNameToPattern.containsKey(fm.datan@asitom Patternc)){
pcldmPatternc ptrn = mapOfDmPatternNameToPattern.get(fm.datar@askom_Pattern);
f.pcldm_Further_Actionc=06 Patitoempn r nTypeac] d m

f.pcldm Patternc = ptrn.Id;

f.pcldm Value c = ptrn.Name;

telse{

f.pcldm_Further_Actionc=6 Ra nd o m6 ;

f.pcldm Valuec=6 AuGeoner at ed o ;

}
telse{

if(String.isNotBlank(fm.datamagskasking_Categorg) &&
mapOfSourceToTargetPattern.containsKey(fm.datanMakking_Categonyc)){

String dmPattern mapOfSourceToTargetPattern.get(fm.datanmakking Category);
if(String.isNotBlank(dmPatterrf§& mapOfDmPatternNameToPattern.containsKey(dmPattern)){
pcldm_Patternc ptrn = mapOfDmPatternNameToPattern.get(dmPattern);

f.pcldm _Further_Actionc=0 Patitbempnh r nTypeax;] d m

f.pcldm_Patternc = ptrn.Id;

f.pcldm_Value c = ptrn.Name;

telse{

f.pcldm Further_Action c=6 Rand o mé6 ;




f.pcldm _Value _c=6 AuGener at ed 6 ;
}
telse{

f.pcldm_Further_Actionc=6 Ra nd o moé ;
f.pcldm Valuec=60 AuGener at ed o6 ;

}
}
IstOfFieldMaskingTolnsert.add(f);
}
}
}

List<pcldm Object_Maskingc> Ist =[select idFROM pcldm Object_Maskingc WHERE
pcldm object Apic= 6 User O

AND Id IN :mapOfKeyToObjectMasking.values()];

if(Ist '= null && !Ist.isEmpty()){
for(pcldm_Object_Masking c obj: Ist){

pcldm Field _Masking ¢ = newpcldm Field_Maskingc();
f.pcldm_Active_c =true;

f.pcldm_Field_API ¢ = O0i sActivebd,;
f.pcldm_Field_Label c = OActived,;
fName= O Acti veod;

f.pcldm Field Typec=6 BOOL EANGO ;
f.pcldm_Unique c = false;

f.pcldm_Object_Maskingc = obj.1d;

f.pcldm_Action.c=6 Re p |l ac e 6;

f.pcldmFurther Actorc = ¢é Har dcoded Text 06;
f.pcldmValuec = of al s e 0;
IstOfFieldMaskingTolnsert.add(f);

}

}

if(!IstOfFieldMaskingTolnsert.isEmpty(){
insertlstOfFieldMaskingTolnsert;




— e e

public staticString parsePattern(Stringattern){

whil e(pattern.containslgnoreCase( 06%%06) ) {
pattern= pattern.replade 6 %%6 , o6[ percent ] 6) ;

}

String currentPattern = 0;

BooleanpatternRunning false;

for(Integer i = 0; i < pattern.length(); i++){

StringcurrentChar pattern.substring(i+1);

if(currentChar==06 %06 ) {

patternRunning- true;

lelseif(currentChar==06 d&& patternRunning){

patternRunning- false;

Stringrandomint=06 [91] { 6 +1 nt eger . val ueOf (current Patte
pattern= pattern.substring(@i-1-currentPattern.length()))+randomint+pattern.substring(i+1,
pattern.length());

currentPatters O ;

lelseif(currentChar==0 &&& patternRunning){

patternRunning- false;

StringrandomSt=06 fza] { 6 +1 nt eger . val ueOf (current Patte
pattern= pattern.substring(@i-1-currentPattern.length()))+randomsStr+pattern.substring(i+1,
pattern.length());

currentPatters 0 ;

}else if(patternRunning){

currentPattera= currentChar;

}
}

whil e(pattern.containslgnoreCase(0[percent ]
patternr=pattern. repb&é¢e (o0 percent] 0,

}

rn)+06}

rn) +o6}

6)){



returnpattern;

}

2. Run ExecuteAnonymous

Navigate to the developer console. Select Deb0gen Execute Anonymous Window. Copy &
Pasteheappendedodeand hitthed Ex e cut ed Butt on
DataMaskerMigrationScript.migrate();

3. Verify the Migrated Configuration

The migration script will create a new configuration in DataMasker, the name of this
configurationwill bethe sameastheonein SalesforcddataMask. Verifythis configurationand

if it looks good, you areeady to test masking yosandbox.



Configure Masking Mapping

Create Masking Configuration

To addobjectsandfields for themaskingprocessy o un@ddtb createatleastone
Configuration.
Step1: Navigatetothed Co n f i gtabrChickané N é w6 .

Step 2:Enter a configuration name. We also recommend entering a description, but this is

optional.

You will also see the O6Ret r yrep€adtheretedutionofel d on
DataMasker if an error has occurred while processing. It is a numeric field with an initial value

of 0. I f all the records are processed succes

first execution, no additional exe@ans will be performed. Retry Execution also gets updated in
thecurrent execution, no new execution will dreated.

Step3:Check all of the boxes in the O6Delete Sett
6DelSet ¢ thargcerdsgf thatadivity will bedeletedafterthedata maskingxecution

completes.]

After settingup all DeleteSettingsclickon6 Sa v e 6 .


https://cloudcompliance.app/docs/datamasker/configure-datamasker/create-masking-configuration/

New Configuration

Configuration Name A3 Configuration Id
UAT Sandbox
Description @ Retry Count A3
2

Delete Settings

Attachments & Files @ Events @
Notes @ Tasks @
Chatter @ Emails @

Case Comments @

Cancel Save & New Save

Advanced Configuration
Thed Ad v aGicrefdi g seactotofferstddistinctfeaturesd N o tUis fegnddAct i vat e
User so.

Advanced Settings

Configuration Id @

Retry Count

0

Notify Users @

Activate Users @

Cancel Save & New

1. Notify Users:



Thed N o tUis fe featudeallowsusergo getnotificationsafterthe successfuéxecutionof a
maskingbatch. Simply add thesername of any user wikbould benotified.
To addmultiple usernamesseparateachusernamevith acomma.

1 After batchexecutions complete notificationswill appeaatthebell icon.

ke A 2?0

Data Masking Edit

0
*~ @ 2200

Notifications Mark all asread X

. DATA MASKER
Data Masking is complete. Please review the masking results

[: ] 4 minutes ago o L

2. Activate User:-

When you create, refresh, or clone a sandbox, user email addresses are modified in your sandbox
sothatproductionusersd o rratdiveautomaticallygenerate@mailmessagefom thesandbox.

Il n your modified sandbox, user emai l addr esse
want to activate thesesers, you need foput theu s eEmM@idD here.As aresult, the

fii. n v ad rémibved.



Advanced Settings

Configuration Id @

Retry Count

0

Notify Users @

Activate Users @

Cancel Save & New Save

3. Retry Count:-

Wheneverany executionlog errorsout or the executioncontainserrorrecordshenthoserecords
will beretried again. Th&etry Count will bespecified in this field.

It should be more than 0. Thetry frequency will be defined based on the count mentioned in
thisfield. Fore.g.If RetryCountis 1, and themainexecutioncontainsanerrorrecordor any of
theexecution logs showthe status as Errored, thérwill be retriedonce.

Advanced Settings

Configuration Id @

Retry Count

0

Notify Users @

Activate Users @

Cancel Save & New Save




Specify Object& Field Masking

Overview:

To achievescalabilityandhigh performanceyou cansplit recods of the sameobjects into
differentchunks.

For example, the Contact object contains 18 million records distributed evenly over three years.
Suppose we then decide to split the Contact object into three unique maphisgseans that

each mapping wilhow have six million records. This split allows the processing of all three
batches of six million records simultaneously instead of processing one contact masking batch
containingall 18 millionrecords.

Solution :

After the creation of th€onfiguration record, you need to add objects and fields to the object
maskingand field masking records.

Thefollowing steps covehowto createtheseobjectmaskingand fieldmaskingrecords.
Object Masking

Step1: Navigatetothe6 Conf i gtabr at i on

Clickonthe6 Co n f i g Youwilt nove sedll.of theconfigurationghatyou havecreated.

Configurations Patterns v License  Contacts v

nfigurations « Updated a few seconds ago

Step2: Navigatetothe6 O b jMa s tk sectigrd

Click onanyconfigurationrecordandscrolldowntothedé O b jMea s tk sectigrd
Step3: Create arDbjectMaskingrecord

Click thed N e hutbonto add anObjectMaskingrecord.

Data Masking
U Object Maskings (4) 8- C D
Object Masking Name v | Record Type v  Group v | Sequence v | Filter Criteria v  Use Bulk Api v  Batch Size v
You will then be prompted to select a record
DeleteRecords: If you wantto deleterecordsselectthed D e IRe tc ® lbuttomaindclick
0 N e By doing thisthe DeleteRecords Pagkayout will display.


https://cloudcompliance.app/docs/datamasker/configure-datamasker/specify-object-field-masking/

New Object Masking

Select a record type

o Delete Records
Use this Recordftype if you want to Delete the records of the Object

Mask Records
Use this Record type if you want to Replace or Erase field values of the
Object

Cancel Next

Mask Records:If youwantto maskrecordsthenselectthefi Ma R & ¢ o radicbudtton.By
clicking on this, theMask Records Padeayout will display.

New Object Masking

Select a record type

Delete Records
Use this Record type if you want to Delete the records of the Object

m) Mask Records
Use this Record type if you want to Replace or Erase field values of the
Object

Select an Object argketermine Group, Sequence, Batch Size, and Filter Criteria, then select the
6Use Bul k APl & checkbox. This allows you to p
performance.




New Object Masking

Select Object
Account
»elect Group
Group 1

Sequence

10

Filter Critena o

r »
e.q FirstName = "John

1 Group
TheGroup criteriadecideon maskingpriority. Thatmeansobjectsthat areadded inGroup 1will
be masked first, followed by objects in Group 2, and so on up to Group 10. You can add an
unlimited amount of objects in a single Group and put Standard as well as Custom Objects in the
sameGroupor adifferent Group

1 Sequence
The Sequence criteria work within different Groups. The Sequence criteria allow you to decide
the priority for an object to be masked within a Group. For examateobject which has a
Sequencealueof 1 will bemaskedirst, andsoon for aninfinite number ofvalues.Manually,
you may setas manysequences asinglegroupon bothStandard and Custo@bjects.

1 Batchsize
TheBatchSizedetermineshe number ofrecords that shoulde processed ia singlebatch.You
canset it from aminimum value ofl to a maximum of 2000 records.



1 Filter Criteria
You canusetheFilter Criteriato filter recordsbasedon yourown criteria. Everythingthatcan fit

into the SOQL WHERE clause can also fit into the Filter Criteria. Logigatators, Literals,

LIMIT, and others can hdilized.
H e r ané@&ampleof howto maskall activeContactswith therecordtype of6 P a r @and e r 0

wherethe Partner is basédthe6 Uni t ed Ki ngdomo.

|7 —
Object Masking

* Select Object

Contact

Description

All Active Partner Contacts from UK

Filter Criteria €@

Active__C=True
AND RecordTypelD='012DE000005dpS6YAI'
AND Account.BillingCountry='United Kingdom'

> Advanced Settings

Step4: Saveyour changes
Clickon6 S a \ilkew@ise,youcan createnultiple recordsof objectmaskingwith different

groupsand sequences.



) object Maskings (4)

4 items « Updated 3 few seconds ago

Object Masking Name v | Record Type v | Group v || Sequence
Mask Records Group 1 2
Account Mask Records Group 1 1
Asset Mask Records Group 2 1
Mask Records Group 3

Field Masking

Step4.1: PickanObject
Click onthe Object name fowhich theuserwantsto addField masking.You will beredirected
to thefield masking componenthich allowsadding multiplefields simultaneously.

Data Masking Post Refresh Activities Executions

a Object Maskings (4)

4 items » Updated 10 minutes ago

Object Masking Name v | Record Type v | Group v | Sequence v
1 Case Mask Records Group 1 2
- Account Mask Records Group 1 1
3 Asset Mask Records Group 2 1
4 Contact Mask Records Group 3 1
Step4.2: ChooseFields

Hereuserscanselect multipldields ata time.Also, the usercanspecifythe actionwhich needs

to be implemented famasking the field. Tachievethis user

needdo selectthefields byclicking thecheckboxThenfurthers e | e ct Replacdéwii @ m® ,, 6
andb Repl acing Val ueb.

(- 2 z ot
. Field Maskings Rese Save
Fleld Action Replace With Replacing Value
Account Description
Erase v Random v Auto-Generated
(Description)
Account Fax (Fax) Erase v Random ~ Auto-Generated
*Account Name (Name Replace v Random v Auto-Generated
Account Number s x =
Erase v Random v Auto-Generated
(AccountNumber
Account Phone [Phone) Erase v Randormr v Auto Generated
Account Rating (Rating) Erase v Hardcoded Value v Select an Option v

Actions: i User carselecttwo actions byclicking the dropdowni

1. EraseTo erasehefield values.

2. ReplaceTo replacethefield valueswith anothewvalue fromthe optionprovidedby
DataMasker.



If you selectErase selectthefield from thedropdownlist andclick 6 Sa v e 6 .
to erasehefield (e.g.name, number, email, address, etc.)

Notei Never addnandatory fieldsindereraseaction.

Field Maskings

Tidusexd

Save

Field Action Replace With Replacing Value
LS bl Erase v Random v Auto-Generated
(Description)
A unt Fax (Fa epla Random v Auto-Generated
*Account Name (Name Vv Erase Random v Auto-Generated
Account Number -
Erase v Random v Auto-Generated
(AccountNumber)
Account Phone (Phone) Erase v Random v Auto-Generated
Account Rating (Rating) Erase v Hardcoded Value v tar v
If you selectReplace, seleaineof thefollowing furtheractions:
|. Random: Replacewith randomized(autogeneratedxt/string.
Il. Hardcoded: Replace withe hardcodedstring.
lll. Pattern: Replacewith acustomlist or Regex.
IV. Apex: Replacewith specificcharacters.
Field Maskings Save
Field Action Replace With Replacing Value
Account Description 3 z
o Replace v Random v Auto-Generated
(Description)
Account Fax (Fax Erase v v Rando m Auto-Generated
*Account Name (Name) Replace v Hardcoded Value Auto-Generated
Account Number Pattern - Custom List
Erase v Auto-Generated
AccountNumber
Pattern - Regex
Account Phone (Phone) Erase v Auto-Generated
Apex
Account Rating (Rating Erase v Hardcoded Value v v
Account Site (Site) Erase v Random v Auto-Generated
Account Source
Erase v Hardcoded Value v ele v

AccountSource;

funct

Hardcoded Value Hardcoded values are values where you can add any hardcoded text/string to
replacethe actual valuavith chosen one.

Selectthefield whereyou wantto apply maskingto andclick 6 S a Repéathis until desired

field maskings arset up.



D Field Maskings

Ent er

any

Field

Account Description

Description)
Account Fax (Fax)

*Account Name (Name)

Account Number

(AccountNumber)

Account Phone (Phone)

Stri

Action

Replace

Erase

Replace

Erase

Erase

ng i

n

v

t he

Replace With

Hardcoded Value

Random

Random

Random

Random

OEnt er

v

Replacing Value

Auto-Generated
Auto-Generated
Auto-Generated

Auto-Generated

Val

ueo

text box

field. Makesurethe valueentered irthetextboxis of the samedata typeof thefield selected for

masking.

In the followingexample the outputof the AccountDescriptionwill beHardcoded/alue.

D Field Maskings

Reses

Field Action Replace With Replacing Value

Account Description Hardcoded Value
v Replace v Hardcoded Value v

(Description)

%

Account Fax (Fax) Erase v Random v Auto-Generated

*Account Name (Name) Replace v Random v Auto-Generated

Account Number =

) . Erase v Random v Auto-Generated

(AccountNumber)

Account Phone (Phone) Erase v Random v Auto-Generated

A Patterni Custom List: i While selectingd P a ti tCestomL i $ramGurtheractions,
choosehe valueby which you wantto replacehe selectedield by usingpatterns.
A Patterni Custom List can be any combination of items or names from the default list or the
lists created by thesers.

D Field Maskings

CC_DateTimeField_c)

Field Action Replace With Replacing Value
Account ID (Accountid) Erase v Hardcoded Value v earch Accounts Q
Assistant’'s Name =
v Replace v Pattern - Custom List v v
AssistantName
Asst. Phone (AssistantPhone) Erase v Random v Account Name-List
City-List(Global
Birthdate (Birthdate) Erase - Random - City-List(Global)
City-List(US)
Business Fax (Fax) Erase v Random v
Country ISO Code-List
Business Phone (Phone) Erase v Random v
Country Name-List
CC_CurrencyField
L Erase v Random v
CC_CurrencyField_c) First Name-List
CC_DateField
5 = Erase v Random v Last Name-List
(CC_DateField_c)
CC_DateTimeField State-List(US)
Erase v Random v




Pattern i Regex: While Selectingd P a ti tRe g #romdurther actionschoosehevalueby
which you want to replace the selected field by using patterns from your sandbox (e.g. email,
phonenumber, etc.).

U Field Maskings Reset

Field Action Replace With Replacing Value
Account ID (Accountid Erase v Hardcoded Value s Search A it Q

Assistant’s Name

Replace v Random v Auto-Generated
(AssistantName
v Asst. Phone (AssistantPhone) Replace v Pattern - Regex v Pattern - Regex v
Birthdate (Birthdate) Erase v Random v Phone-Regex(Australia)
Business Fax (Fax) Erase - Random o Phone-Regex(Brazil
Phone-Regex(UK
Business Phone (Phone Erase - Random - L
A hone-Regex(US
CC_CurrencyField Phone-Regex(US
= . Erase v Random v
(CC_CurrencyField__c)
CC_DateField
. N Erase v Random v Auto-Generated
(CC_DatefField_c)
CC_DateTimeField -
N Erase v Random v Auto-Generated

(CC_DateTimeField__c)
You canalsoadd your own Masking Pattern.

Random:-Whi | e sel ecti ng 0 Ra rchbosethe field by which you wahte r act
to replacethe selected field with &andomtext/string.

D Field Maskings Save

Field Action Replace With Replacing Value
Account ID (Accountld Erase v Hardcoded Value v Search A nts Q

Assistant’s Name

Replace v Random v Auto-Generated
(AssistantName)
v Asst. Phone (AssistantPhone) Replace v ‘ Random v Auto-Generated
Birthdate (Birthdate Erase - I v Random Auto-Generated
Business Fax (Fax) Erase v Hardcoded Value Auto-Generated
. Pattern - Custom List -
Business Phone (Phone) Erase v Auto-Generated

Pattern - Regex

CC_CurrencyField ~ -
Erase v Auto-Generated

(CC_CurrencyField__c) A
pex

CC_DateField =
s ey Erase v Random v Auto-Generated
(CC_DateField_c)

Apex-Whi |l e sel ecting O0Apex0 fieldhymhichyouwahtéeor act i on

replace the selected field with Apex texts/strings. For more information Apeuttext strings,
read this article.



Ll Field Maskings

Field Action Replace With Replacing Value

Account ID (Accountid Erase v Hardcoded Value v A t Q

Assistant’'s Name _
v Replace v Apex v
(AssistantName

Asst. Phone (AssistantPhone Replace v Auto-Generated
Birthdate (Birthdate) Erase - Auto-Generated
Patter -ustom Lis
Business Fax (Fax) Erase v Auto-Generated
Pattern - Rege:
Business Phone (Phone) Erase v Auto-Generated
Vv Apex

CC_CurrencyField .

Tt Erase v Ranaom v Auto-Generated
(CC_CurrencyField__c)

™ .. . s .
|| Field Maskings DM OfbuscationCustomV1 Reset Save
Field Action Replace With Replacing Value
A int ID (Accountid) Erase - Hardcoded Value v ear A t Q
Assistant's Name B <
v Replace v Apex v DM_OfbuscationCusto

AssistantName)
Asst. Phone (AssistantPhone Replace ~ Random - Auto-Generated
Birthdate (Birthdate) Erase v Random v Auto-Generated
Business Fax (Fax) Erase B Random v Auto-Generated

After addingall fields,you canseealist of yourfield masking,as shown.

| Field Maskings

Field Action Replace With Replacing Value

Assistant’s Name " . N
v Replace v Apex v DM _OfbuscationCusto
AssistantName)

v Asst. Phone (AssistantPhone) Replace v Pattern - Regex ~ Phone-Regex(UK -

v Birthdate (Birthdate Replace v Hardcoded Value v Jul 5, 1978 @

v Business Fax (Fax Erase - Random - Auto-Generated

v Business Phone (Phone) Erase v Random - Auto-Generated
Account ID (Accountid Erase ~ Hardcoded Value v earch A nt Q

Formula Field:-The action O6Formula Fieldd is used to
values.Userscan enter thé&PI nameof the FormulaField at thevaluein theField Masking.

Initially, afterpostinstalltheactioné F o r Fu eiwhidldenfrom the DataMaskerfield

masking.

To usethis action refer tdhe articlei Data Masking by Formula Field.

Unique Checkbox Unique functionality is used to create unique values for each field value that
has been added to the field masking. Users can chetkiiae checkbox in the Field Masking
component to create unique values and after masking, the Data Masker will append the ID of that
recordnext to the value.

Notei Usercan creaté&Jniquevaluesfor thefields with TextandTextareadatatypesonly.



Field Maskings Reset

Field Action Replace With Replacing Value Unique

Account Description
& % o Replace v Random v Auto-Generated [v]
(Description)

v *Account Name (Name) Replace v Hardcoded Value v Masked v
> Account Phone (Phone) Replace v Pattern - Regex v Phone-Regex(US) v
o Billing City (BillingCity) Replace v Pattern - Custom... ¥ City-List(Global) v
v Billing Street (BillingStreet) Replace v Pattern - Custom ... ¥ Street Address-List ¥

After Maskingwith UniqueCheckboxtherecord valuewill appendheRecord Idalongwith the
vauemapped by O0Repl amakesh&/retold daluaunigueon t hat

[ ] Zephyr Scale - JIF X Apex Jobs | Sales’ X Account | Salesfor: X Account | Salesfor: X All| Patterns | Sal T Workbench: SOQL X+
(&} @ workbench.developerforce.com, Y i X3 Y a n « B > » 0O ﬂ
Account V! @ st O Matrix O Bulk csv O Bulk XML @ exclude O Include
Fields:
count() 9 Sort results by: Max Records:
AccountNumber v||AtoZ v |Nulls First v
AccountSource

AnnualRevenue
BillingAddress
BillingCity

Filter results by:

Enter or modify a SOQL query below:
SELECT AccountNumber,Description,Name,pcldm_CC_long_text_area_ c,pcldm CC_Rich_Text_c,Site FROM
Account

Query 9

Query Results

Returned records 1 - 200 of 1003 total records in 1.000 seconds:

More...
Name |pcldm__CC_long_text_area__c pcldm__CC_Rich_Text__c Site

13276 3771 02b3ba76b19e1bff8822ad63ce9c1d9e0013h00001mezcMAAQ Masked0013h00001mezcMAAQ|Cacharel_Updated0013h00001mezcMAAQ|1301 Greene Euclid0013h00001mezcMAAQ
137710013h00001mezcMAAQ) | Street0013h00001mezcMAAQ

2 |8886 3496 504488318b40c71 20013h00001mezcNAAQ 13h00001 Q|Donato_Updated0013h00001mezcNAAQ (300 E 3rd Pukwana0013h00001mezcNAAG
34960013h00001mezcNAAQ |St0013h00001mezcNAAQ

3 7883 4091 25e884f72052efad 1b432fa65e9cd7060013h00001mezcOAAQ 13h00001mezcOAAQ|Mozes_L 13h00001mezcOAAQ  |105 Amity Hudson0013h00001mezcOAAQ
40910013h00001mezcOAAQ Way0013h00001mezcOAAQ
%844 5478 881867540118 d3d8 57ad PAAG | dated 0000 TmezcPAAQ 2300 4th Rimberly001 3h00001 mezcPAAQ
/54280013h00001mezcPAAQ | | Ave0013h00001mezcPAAQ |

5 6968 4694 25f874c5d99d0b79172ed87dbb175f0013h00001mezcQAAQ  Masked0013h00001mezcQAAQ|Traci_Updated0013h00001mezcQAAQ 337 Brightseat Welaka0013h00001mezcQAAQ
46940013h00001mezcQAAQ R0ad0013h00001mezcQAAQ

6 |a826 0615 9358ade516fd8ccd6ba2b6f627f425660013h00001mezcRAAQ  Masked0013h00001mezcRAAQ|Saleem_Updated0013h00001mezcRAAQ (158 N Scott Radom0013h00001mezcRAAQ
106150013h00001mezcRAAQ | | Street0013h00001mezcRAAQ

7 2777 7768 52a4dd725d57a96b61e8c3¢9242ad1d90013h00001mezcSAAQ Masked0013h00001mezcSAAQ |[Eelke_Updated0013h00001mezcSAAQ 1207 Network Centre Manville0013h00001mezcSAAQ
177680013h00001mezcSAAQ | | Dr0013h00001mezcSAAQ

8 |8662 4177 9603 7ccf0ba7e52c025c70013h0000 Q 13h00001mezcTAAQ |Sadé_Updated0013h00001mezcTAAQ 602 South Michigan Madison0013h00001mezcTAAQ
41770013h00001mezcTAAQ | 5t0013h00001mezcTAAQ

9 [3198 4628 817562639bb2ff441d8e836aeece0013h00001mezcUAAQ Masked0013h00001mezcUAAQ Heath_Updated0013h00001mezcUAAQ 177 Main Beeville0013h00001mezcUAAQ
146280013h00001mezcUAAQ| | Street0013h00001mezcUAAQ

10 (7914 4374 92fe9f912e33ed526e2ce9aaBdf76ac60013h00001mezcVAAQ  Masked0013h00001mezcVAAQ |Dhukhu_Updated0013h00001mezcVAAQ (115 N Webb 0akton0013h00001mezcVAAQ
43740013h00001mezcVAAQ | | Rd0013h00001mezcVAAQ

Middle Nameand Suffix Fields-
If theuser wantso adda Middle namefield anda Suffix fieldfor maskingthentwo permissions
needto be assigned to theser.
Permissionsi

1. EnableMiddle Names foiPersorNames

2. EnableNameSuffixesfor PersorNames
Userscanassigrnthesepermissiongrom 6 U sl enrt e rTo assigetfiosepermissiongollow the
belowpath,
Setup-> Home-> User Interface> Scr o | | Down and cl| i>Ghtothe t he
sectondb Name Settingsé
Userscancheckthe two checkboxesnd clickon the Savebuttonto assign thespermissionsas
shownin thescreenshot below.

O



2e2s  Setup Home  Object Manager v

v Sites and Domains

SETUP
Custein RS User Interface

Domains
Sites [7) Enable Click-and-Create Events on Calendar Views
Tabs Enable Drag-and-Drop Scheduling on List Views
Enable Hover Links for My Tasks list
Themes and Branding () Enable Japanese Imperial Calendar in Lightning Experience for the Japanese locale

v Translation Workbench Name Settings

Export Enable Middle Names for Person Names
Import Enable Name Suffixes for Person Names

(7) Enable Local Names
Override

Setup
Translate

Enable Enhanced Page Layout Editor
Translation Language Enable Streaming API
Settings () Enable Dynamic Streaming Channel Creation

Enable "Set Audit Fields upon Record Creation" and "Update Records with Inactive Owners" User
User Interface

Enable “Delete from Field History” and “Delete from Field History Archive” User Permissions | i
[ Enable Custom Obiect Truncate

SpecialUseCasei UserMasking

Masking User records is considered one of the best ways to protect the personal information of

o r gi€essWhenutilized, Salesforcgpermanentlyscramblesheu s eabjéctdataand replaces

it with random character strings. The useros
meaningless strings of characters. Salesforce simply obfuscates or scrambles personal data
because you c aS%afesforcd; gou eah enly disahlesoedeactivate a user. In other
words, the user record still remains in the database, but this method performs a soft delete. This
maskingprocess does not work on Custom fields.

Forfurtherinformationon masking, and userrecords read this article.



Start Masking Records

Data Masking Execution

Before starting the Data mastlinge.g process,

Ensurethat theDM SystemAdmin Permission Se$ assignedo theuser.
Not e: I f you are going for Bulk Deletion

create the new custom permission setoudThe

haveii B uAPkHardD e | esystengpermissiorenabledin CustomMetadatarypes,thevalue
ofiUBei |l k shoBld i TRUE O .

Step1: Initiate the DataMaskingprocess

Clickon6 R Mra s k bnthg ©@onfigurationpageto initiate the maskingprocess.

Configuration

Sample Configuration (Auto-Generated by DataMasker Setup Assi: Edit  Run Post Refresh Activities ¥

@ congratulations! DataMasker setup is complete and ready for use.

Step2: Decidewhetherto 6 Ma A lkéré Ma S [k e ¢ iiedoridsc 6

Onceyouclick onthe6 D aMaas k buttan§ouwill seetwo optionswith radio buttons
Mask All: Maskingof All records

Mask Specific: Maskingof Specificobjectrecords

Run Masking

Mask All Objects Mask Specific Objects

Group: 1

v Sequence Object Record Type Filter

v| 10 Account Mask Records FirstName = 'John'

v/ 10 Case Mask Records Status = 'Closed'

v| 10 Contact Mask Records FirstName = 'Martha'

Warning: For objects being masked, DataMasker will disable Automations. These include Triggers, Flows,
Validation Rules, Process Builders, and Workflows. Automations will be re-activated upon masking completion.

EJ Would you like to proceed with masking?

0 Ma 8 k pracesseasll objectsthatareaddedn theobjectmaskingandcontainrecords.
Clickon t he 6 Ru n ¢thenmaskindg poonesstfgour batch.r t

0 Ma Specificdallows youto selectspecificobjectsto be maskedrom multipleobjectsthatare
addedn object masking.

you

t he
i DM


https://cloudcompliance.app/docs/datamasker/configure-datamasker/start-masking-records/

Run Masking

Mask All Objects Mask Specific Objects

Group: 1

v Sequence Object Record Type Filter

v 10 Account Mask Records Id != null limit 10

v 10 Loan Mask Records Id = 'aOF3h00000BLVFOEAP'
v 10 Lead Mask Records Id = '00Q3h00000PoT9ZEAF'
v 10 Opportunity Mask Records Id = '0063h00000IXRCVAAN'

Warning: For objects being masked, DataMasker will disable Automations. These include Triggers, Flows,
Validation Rules, Process Builders, and Workflows. Automations will be re-activated upon masking completion.

Would you like to proceed with masking?

Confirm the checkbox O6Would you I|Ii ke to proce
to begin the masking of theatch.

Masking of records createdby inactive Usersi

If auser want$o mask theecords createldy anyuserwhichis currentlyinactivethentheuser

needgo assign oneermission to mask those records.

PermissionNamei Enablefi S Audit FieldsuponRecordC r e a taridfd U @ dRe¢orswith
InactiveOw n e r s Berntksians

Follow the path toassigrthis permission

Setup-> Home-> User Interface> Scr o | | Down and cl| i>Gktoon t he
sectiond S e t->UCpekthe checkboyas showrin the belowscreenshot

(@}



SETUP
User Interface

E4 Enable Home Page Hover Links for Events
Enable Drag-and-Drop Editing on Calendar Views
(] Enable Click-and-Create Events on Calendar Views
Enable Drag-and-Drop Scheduling on List Views
Enable Hover Links for My Tasks list
[ Enable Japanese Imperial Calendar in Lightning Experience for the Japanese locale

Name Settings

("] Enable Middle Names for Person Names
("] Enable Name Suffixes for Person Names
(7] Enable Local Names

Setup

Enable Enhanced Page Layout Editor

Enable Streaming API

) Enable Dynamic Streaming Channel Creation

Enable Salesforce Platform REST APl OpenAPI 3.0 Spec Generation sBeta) i

Enable "Set Audit Fields upon Record Creation" and "Update Records with Inactive Owners" User Permissions | ; I

(7] Enable Custom Object Truncate

() Use custom address fields ' i

Custom address fields can't be disabled.
Before you enable custom address fields, review the feature limitations and configure states _countries, and territories.

Advanced

() Enable Extended Mail Merge | §

Dynamic Progress Banneii This is a progress banner that shows the masking progress
stepwiseandit getschangeslynamicallyasmaskingmakesprogresslit alsoshowsthemessage
whenthe masking getsompleted oerrored.

Configuration

Account Data Masking Mapping RunMasking  Edit

2: Execution-0005 is in progress. Step 2/3 Masking: In-Progress.

Information Object Maskings (3)

) 3 items - Sorted by Object Masking Name - Updated a few seconds ago
onfiguration Name

ccount Data Masking Mapping Object Mas... T v | Record Type v  Description v Group v (s
escription @
ccount Data Masking Mapping X fccount Mask Records Group 1 1

Run Masking Edit Run Post Refresh Activitie:

0 Execution-0005 is complete. Check the Execution record for details.

[} object Maskings (3) & |
3 items - Sorted by Object Masking Name - L afew ds ago
Object Mas... T v  Record Type v  Description v  Group v  Sequence “ Filter Crit(

1 Account Mask Records Group 1 10 Id != null




Themasking cyclas now @mplete.You cancheck on thetatus of youexecution inthe
0 E x e cSectiono n



Monitor Masking Performance

ExecutionandLogskeeptrackof D a t a Ma geKoemaricetahighlevel( 6 E x e candai on 6 )

detailed e v e | (6Execution Log6).
To checkthe executiortlick onthedn Ex e c u t amﬂt"hvenvjs‘;ar C,‘?'E@h?!i,s,t of egecytions.

- pserer—— —— — - - —
! 8 Loan Mask Records Group 2 10 d = Null Limit 2000000
y Note Mask Records G 2 10 d != Null Limit 10

S , acords Qroup £
3 A s oup 2 10 d != Null Limit 1050007
»
) -
. | Executions (2) & &
2 items » Sorted by Execution Name » Updated a minute ago
Execution Name 4 v | Execution Status v | Batch Status v | Records To... v | Records Pr... v | Records Er... v | Execution Du... v
R o Completed . - -
1 Execution-0016 Completed 11,164213 11,164,213 02h:32mm

Openthe mostrecentlycompletedExecution.

Data Masking Post Refresh Activities Executions

Executions (1)

1 item « Updated a few seconds ago

Execution Name v | Execution Sta... v | Batch Status Vv | Records To... v | RecordsPr... v | RecordsEr... Vv
s Completed
1 Execution-0006 I Completed 30 30 0

After clicking on theExecution tabit will displaythe Execution Detailpage
Themasterobjectshowsa summaryof all ExecutionLogsof theexecuted Datdasking
Configurations.


https://cloudcompliance.app/docs/datamasker/configure-datamasker/monitor-masking-performance/

Execution

Execution-0006

Execution Name
Execution-0006
Execution Status
Completed
[
Records Total @

30

Records Processed @
30

Records Errored @
0

Type @

All

Start time @
6/25/2021, 6:17 PM

Execution Log:-

Configuration
UAT Sandbox
Batch Status @
Completed

Objects Total @

3

Objects In-Progress @
0

Objects Masked @

3

Objects Errored @

0

End time @
6/25/2021, 6:18 PM

BPY Execution
‘P— Execution-0006

l Type @ bjects Errored @
i All 0
Start time @ End time ©
6/25/2021, 6:17 PM 6/25/2021, 6:18 PM

Execution Logs (3)

@ c
3 items « Updated a minute ago
Execution ... v Execution Log Status Vv | Status v  RecordsTo.. v  RecordsPr.. v RecordsEr.. v ApexJoblidlink v  Exception.. v  Start
— Masked 10 10 0 /7075g00000ISNBEAA3 6/25/:
—_— Masked 10 10 0 7075900000ISNBGAA3 6/25/:
— Masked 10 10 0 /7075g00000ISNBHAA3 6125/

Also, theusercanseethe sectiord R e E x & ¢ u which corgainsautomaticallycreatedRetry
Executionrecords.

Toseethed R e E x ¢ ¢ udedtianon the ExecutionDetailspagey o un@&ddtb addit from
thePagelLayout of theExecution object.

To addthe Retry Executionsectionon theExecutiondetail pageyou can followthebelow
stepsi

Stepl: Goto ObjectManager.

Step2: SearcHor anobjecti Ex ecut i ono.



. Q, Search Setup

EEE Setup Home  Object Manager

> SETUP
by Object Manager

2 Items, Sorted by Label

DESCRIPTION

LABEL

APl NAME TYPE

Execution pcldm__Execution__c Custom Object

Execution Log peldm__Execution_Log_c Custom Object

1 Step3: Click onthe Pagel ayoutandopen theExecutionLayout.

. Q,  Search Setup

EEE Setup Home  Object Manager W

SETUP > OBJECT MANAGER
~ -
A Execution

Details Page Layouts
1 Items, Sorted by Page Layout Name

Fields & Relationships
PAGE LAYOUT NAME - CREATED BY

| Page Layouts Akash Ajagekar, 09/04/2022, 15:43

Lightning Record Pages
Buttons, Links, and Actions

Compact Layouts

T Step4: Click on theRelatedList.



SETUP > OBJECT MANAGER
Execution

J

=~

Details

Fields & Relationships
Page Layouts
Lightning Record Pages
Buttons, Links, and Actions
Compact Layouts

Field Sets

Object Limits

Record Types

Related Lookup Filters
Search Layouts

Search Layouts for Salesforce

Save ¥ | Quick Save | Preview As...¥ | Cancel || "\ Undo | 7 Redo [=] Layout Properties

Fields @, Quick Find| Related List Name x

Buttons | Approval History | Groups.

Quick Actions | content Deliveries || Notes & Attachments
Mobile & Lightning Actions Execution Logs Retry Executions
Expanded Lookups Files

Report Charts

Mobile Cards (Salesforce mobile only) !

Drag expanded lookups and mobile-enabled Visualforce pages here to display them as mobile cards.

Related Lists

LI
Execution Logs New || Change Owner
Execution Log Name Execution Log Status Status Records Total F Errored
Sample Text Sample Text Sample Text 64,016 35,121 87,643

1 Step5: Dragthe6 R e E x ¢ ¢ usedtianbeldwthe ExecutionLogs.

SETUP > OBJECT MANAGER
Execution

¢

>

| Details
Fields & Relationships
Page Layouts
Lightning Record Pages
Buttons, Links, and Actions
Compact Layouts
Field Sets
Object Limits
Record Types
Related Lookup Filters
Search Layouts

Search Layouts for Salesforce
Classic -

Save ¥ | Quick Save PreviewAs.. ¥ Cancel = @\Undo -~ Redo  [=] Layout Properties

Fiolds @, Quick Find| Related List Name %

Buttons | Approval History H Groups |
Quick Actions | Content Deliveries | Notes & Attachments |
Mobile & Lightning Actions Execution Logs Retry Executions
Expanded Lookups |

= | Files
Related Lists :
Report Charts

Drag expanded lookups and mobile-enabled Visualforce pages here to display them as mobile cards

Related Lists

KN
Execution Logs New || Change Owner
Execution Log Name Execution Log Status Status Total P Errored G
Sample Text Sample Text Sample Text 64,016 35121 87,643 s
N
Retry Executions New || Change Owner

Execution Name

Sample Text

1 Step6: Click on theSavebutton.

Nowyoucan se¢ h e

ERetcruyt i oanthe detailpagedf &xecutions.



Execution

Execution-0020

All 1
Start time @ End time @
| 11/04/2022, 16:05 11/04/2022, 16:43
Parent Execution Current Retry Count
0
Execution Logs (3)
3 items » Sorted by Group + Updated a few seconds ago
Execution Log Name v | Execution.. v | Status | Records Total v | Records Processed v | Records Errored v | Group
1 Account IS Crrored 1
2 Contact I Masked 200,000 200,000 0 1
3 Employee I asked 10,000 10,000 0 2
View Al

Retry Executions (1)

1 item « Updated a few seconds ago

Execution Name

1 Execution-0021

You canclick ontheautomaticallycreatedd Re t r y E andcbeckthe exatididnogsas
well.

C Q_ Search.

555 Data Masker Configurations  ~ Patterns v License

Parent Execution Current Retry Count

0
Execution Logs (3)
3 items « Sorted by Group * Updated 22 minutes ago
Execution Log Name v | Execution... Vv | Status v | Records Total “ | Records Processed v | Re
1 Account I Errored
2 Contact I Masked 200,000 200,000 0
3 Employee I Masked 10,000 10,000 0
View All
Retry Executions (1)
1 item « Updated 22 minutes ago
Execution Name
1 Execution-0021
View All

Now, click on any object name from the Execution Liogywill show detailed information for

that single object. Here we click on AContact
Userswill find all performanceaelatedinformation andExecution Logstatus here.



Advanced Configuration: Dealing with

large data set(l. DV)

Got millions of records in your Salesforce Or
smallerdataset.

Example: There are 20 million contacts. It could take tens of hours to mask them, the masking
operationcan alsoencounteSOQLtime-outs. Theoptimalapproachs to slicetheminto five 4

million data sets. This way all of these five data sets will process in parallel. This also prevents

any SOQL timeout exceptions.

To slice large data sets into smalleredats et s , Dat aMasker O6Filter Cri
Criteriacontainghewhereclauseof aSOQL. Thechallengewith utilizingt he O whem e c | a
this situation, is that when you attempt to perform the SOQL operation on a chunk of records, it
cantime out. This make# difficult to guess theight number ofecords tanask.

communication failure

No response from the server

oK

Query Editor

( Id FROM Contact where (CreatedDate >= 2018-01-01T00:00:00.000Z AND CreatedDate <= 2018-12
) ) 39Z) OR (CreatedDate >= 2021-01-01T00:00:00.000Z AND CreatedDate <= 2021-0¢
30723:59:59

Method -1

This is where Postman comes in. Postman is an API platform for building and using APIs. It
simplifieseachstepof the API lifecycle andstreamlinecollaboration helpingyou createbetter
APlIsfaster.

Below arethe steps on howo utilize Postman:

Stepl: Refer articleto download Postmanand connectto your SalesforceOrg

Step2: Oncethe connections madeyou now havetheability to submitsimplequerybatchjobs
usingBulk API. Thiswill makeit easierfor you to getthe countasit would nottime out. For
thisrefer to theollowing article, linked here.


https://cloudcompliance.app/docs/datamasker/configure-datamasker/connect-with-postman-to-avoid-soql-timeout/
https://cloudcompliance.app/docs/datamasker/configure-datamasker/connect-with-postman-to-avoid-soql-timeout/
https://trailhead.salesforce.com/content/learn/projects/quick-start-connect-postman-to-salesforce/set-up-and-connect-postman

Setup and Connect Postman
UseBulk API 2.0

Step3: Onceajob is submittedgotod Na v i-ga8 «léeBd o It ®a r-x6 BSuBlatau p 6

LoadJ obs. 6
SETUP
Bulk Data Load Jobs

Bulk Data Load Job

7504L.000005fudS

View the details of a bulk data load job.

Q_ bulk

v Environments

v Jobs

Bulk Data Load Jobs

Didn't find what you're looking for? Try
using Global Search « Back to List: Bulk Data Load Jobs

Bulk Data Load Job Detail Reload

JobID  7504L000005fuJS

Submitted By  Saurabh Gupta

Start Time  05/04/2022, 01:56 IST

EndTime  05/04/2022, 01:57 IST

Time to Complete ([hh:)Jmm:ss) 00:14
Object  Contact
External ID Field
Content Type CSV
Concurrency Mode  Parallel

API Version 53.0

Reload

Now, you can see the status of the job, preent your masking from being impacted by time
outs.


https://trailhead.salesforce.com/content/learn/projects/quick-start-connect-postman-to-salesforce/set-up-and-connect-postman
https://trailhead.salesforce.com/content/learn/modules/api_basics/api_basics_bulk

Monitor Bulk Data Load Jobs

Monitor the status of recent bulk data load jobs. These jobs are created by Data Loader and other Bulk API client applications.

Quota

Your organization has processed 0 batches in the last 24 hours. Your organization can process 15,000 batches in a 24-hour period.

Resource used in the last 24 hours:
CPU: 2,191 milliseconds

10: 0 bytes

Disk: 0 bytes

In Progress

Job ID Submitted By Start Time + Status Job Type

No records to display.

Completed last 7 days

Job ID Submitted By Start Time End Time + Status

7504L000005g6WO Gupta, Saurabh 11/04/2022, 12:06 11/04/2022, 12:07 Failed

7504L000005fuJN Gupta, Saurabh 05/04/2022, 01:55 05/04/2022, 02:05 Failed

7504L000005fuJS Gupta, Saurabh 05/04/2022, 01:56 05/04/2022, 01:57 Job Complete

7504L000005fsor Gupta, Saurabh 04/04/2022, 10:30 04/04/2022, 10:40 Failed

7504L000005fsno Gupta, Saurabh 04/04/2022, 10:10 04/04/2022, 10:10 Job Complete

7504L fsn Gupta, Saurabh 04/04/2022, 10:09 04/04/2022, 10:09 Job Complete
Method -2

This makes itdifficult for youto guess theight numbetrof records to mask.

HereWorkbench comes taherescueWorkbenchis an APIplatformfor building andusing
APIs. It smplifies each step of the API lifecycle and streamlines collaboration, helping you
createbetterAPIsO faster.

Enable ability to execute Bulk API queries through an exposed DataMasker API

pcl dm. DM_Dat aMaskingSer_viége. createBul kQueryJdo
Foreg.,

pcl dm. DM_Dat aMaskingSer vi ideom€E€onadimie3B0ud 0kOQuledr)y;J o
Gotoworkbench, logirwith yoursalesforcergand clicko n  t h eE xéeAcpuet xe 6 .

SOQL Query

CHETAN PAUNIKAR AT| REST Explorer

Apex Execute

Visual Studio Code now includes a SOQL Builder. Try it today! EEEEm=] Maﬂager‘ Execute Apex code as an anonymous block.

Bulk API Job Status
Metadata API Process Status

First choose an object to use the SOQL builder wizard.

Choose the object, fields, and criteria to build a SOQL query below:

Deleted and archived records:
® Exclude O Include

Object: View as:
~| ® List O Matrix O Bulk csv O Bulk XML

Fields:

Sort results by: Max Records:

Filter results by:



Clickon6 Extee @ .

Apex Execute CHETAN PAUNIKAR AT CLOUDCOMPLIANCE ON API 54.0

nous Apex can be executed from Visual Studio Code

Enter Apex code to be executed as an anonymous block:

Log Category: | Apex Code v | Log Level:

bcldm.[h'-!_DataMaskingSer'vice.cr‘eateBuleuer‘y]ob('select id from contact limit 5808080');

Reset

After Execute theuery itwill give the result

queries « migration «+

Ape)( Execute CHETAN PAUNIKAR AT CLOUDCOMPLIAMCE ON API 54.0

onymous Apex can be executed Visual Studio Code. Ti

Enter Apex code to be executed as an anonymous block:

Log Category: | Apex Code v Log Level:

b:ldm.DM_DataMaskingSeruics.cr‘eateBuleuer‘y]ob('select id from contact limit 5000088 );

Results

54.8 APEX_CODE,DEBUG

Execute Anonymous: pcldm.DM_DataMaskingService.createBulkQueryJob('select id from contact limit 5008808');

18:22:30.682 (1682658511) |USER_INFO|[EXTERNAL]|00551000005H18] |dml. 26beta3@test. com| (GMT+85:30) India Standard Time (Asia/Kolkata)|GMT+85:3@
18: ©.682 (16826908@6) | EXECUTION_STARTED

18: ©.682 (1682694865) | CODE_UNIT_STARTED|[EXTERNAL] |execute_anonymous_apex

18: ©.682 (2417143445) | CODE_UNIT_FINISHED|execute_anonymous_apex

18:22:30.682 (2417166528 | EXECUTION_FINISHED

TheUserhas tocheckin Bulk Data LoadsJobs.

SETUP
Bulk Data Load Jobs

| Monitor Bulk Data Load Jobs Help for this Page @

Monitor the status of recent bulk data load jobs. These jobs are created by Data Loader and other Bulk AP client applications

Quota

|

‘Your organization has processed 0 batches in the last 24 hours. Your organization can process 15,000 batches in a 24-hour period.

[

Resource used in the fast 24 hours:
CPU: 0 milliseconds

10: 0 bytes

Disk: 0 bytes

In Progress
Job ID Submitted By Start Time + Status Job Type Operation Object Records Processed Records Failed Progress

No records to display.

Completed last 7 days
Job ID Submitted By Start Time End Time + Status Job Type Operation ~ Object  Records Processed  Records Failed  Time to Complete ([hh:Jmm:ss)

l 7504L00¢ N E Radha . 12:24 . 12:34 Job Complete Bulk V2 Query Query Contact 3000000 0 09:44 I




Method -3

Enablethe ability to executeBulk APl queries througlan expose®ataMasker APVia

DeveloperConsole

pcl dm. DM_Dat aMaski ngSer vi idEomempoyeecdntitul k Quer yJo
200000006) ;

Clickon6 Execut ebo.

Enter Apex Code ~%

1 pcldm.DM_DataMaskingService.createBulkQueryJob('select id from employee_ c limit 2000000');

[[]OpenLog | Execute || Execute Highlighted

TheUserhas tocheckin Bulk Data Loadslobs.
ﬂ SI;Tuulpk Data Load Jobs

Monitor Bulk Data Load Jobs Help forthis Page @

Monitor the status of recent bulk data load jobs. These jobs are created by Data Loader and other Bulk API client applications.

Quota

‘Your organization has processed 0 batches in the last 24 hours. Your organization can process 15,000 batches in a 24-hour period. ]

Resource used in the last 24 hours:
CPU: 0 miliseconds

10: 0 bytes

Disk: 0 bytes

In Progress
Job ID Submitted By Start Time + Status Job Type Operation Object Records Processed Records Failed Progress

No records to display.

Completed last 7 days

Job ID Submitted By Start Time End Time + Status Job Type Operation  Object  Records Processed  Records Failed  Time to Complete ([hh:Jmm:ss)
| 7504100000991 Radha . 12:43 12:48  Job Complete  Bulk V2 Query  Query Contact 2000000 ) 05:03 |

75041 N Radha ,12:24 12:34 Job Complete  Bulk V2 Query Query Contact 3000000 o 09:44




Apex Action Masking

ApexAction is aspecialactionprovidedin the DataMaskefor maskingthefield value.Using
ApexAction, users can encrypt the field value. This encryption will be based on the key
specified in the custom metadata types. This key works by encrypting the field value character
by character.

(Note: Usershaveto createcustommetadatdypeswith thevaluesthatshouldreplacetheold
valuesafter masking theesired records/fields.)

Forexamplel Heref K e ig the custommetadatdype andi N e andlii O | adethetwo
customfields thatwill hold boththelist of charactersndtheir replaceableharacters.

SETUP

Custom Metadata Types
Custom Metadata Type
Key

Custom Metadata Type Detail

Q, custom metadata

» Custom Code

Custom Metadata Types

Didn't find what you're looking for?
Try using Global Search.

Validation Rules

Standard Fields [§] | Customn Fields [2]

Edit | | Delete |  Manage Keys

Singular Label  Key
Plural Label Keys
Ohbject Name Key
APl Name Key__mdt

Created By Akash Test Ajagekar, 24/06/2021, 1:13 pm

Standard Fields

Action Field Label Figld Name
Created By CreatedBy

Edit Custom Metadata Record Mame DeveloperMame

Edit Label MasterLabel

Q, custom metadata

~ Custom Code

Custom Metadata Types

Didn't find what you're locking for?
Try using Global Search.

SETUP
Custom Metadata Types

e

Record Mame

Edit Custom Metadata

Edit  Label
Last Modifisd By

Edit Namespace Prefix

Edit Protected Component

Custom Fields New
Action Field Lakel APl Name Diata Type Field Manageability
Edit | Del Hew Mew__c Text(255) Upgradable
Edit | Del Qld Old_c Texk(255) Upgradable
e —
Validation Rules Now



https://cloudcompliance.app/docs/datamasker/configure-datamasker/apex-action-masking/

Now click onthefi Ma n K g gutbonandaddlabelsfor keys.

SETUP
Custom Metadata Types

¢ Custom Metadata Type

Key

Q, custom metadata

~ Custom Code

Custom Metadata Types

Didn't find what you're looking for?
Try using Global Search.

Standard Fields[§] | Custom Fields [2] | Walidation Rules[3] | |

Custom Metadata Type Detail | Edit | | Detete || Manage Keys

Singular Label Key
Plural Label Keys
Object Name  Key Frob
APl Name  Key_ mdt
Created By Akash Test Ajagekar, 24/06/2021, 1:13 pm

Standard Fields

Q, custom metadata SETLP

Custom Metadata Types

w Custom Code

I Custom Metadata Types

 Keys

Didn't find what you're looking for?

. View: | Al w | Create New View
Try using Global Search. -

New
Action Label + Key Name
Edit| Del Lower 3 Lower_a
Edit | Del Lower b Lower_b
Edit| Del Lowerc Lower_c
Edit | Del Lowerd Lower_d

Click onthelabellink to addi N e anadlii O | wvhlges.

Q, custom metadata

SETUP
Custom Metadata Types

v Custom Code

Custom Metadata Types

- Key

Didn't find what you're looking for?
Try using Global Search.

Key Detail | Edit | |Delete | | Clone

Label Lower a

Key Name Lower_a

New q
Old a
Created By Akash Test Ajagekar, 24/06/2021, 1:28 pm

| Edit | | Delete | | Clone




After the creation of all the keys use
in the org which wil!/l i nherit managed
usingApex action.

rs have
package

global class DM_OfbuscationCustomV1 implemestkim.DM_OfbuscationService {
globalmap< String, Object> ofbuscateData(map String, Object > dataMap)

f(dataMap.cont ai R&Kay @Malpj. eoinNamad)lay (@dfaipe IcdMa rma &8 Ke

dat aMap.containgKey(o6fieldValued))
StringobjectName=(String)d at aMap. get (6obj ect Named) ;

String fieldName = (String) dataMap.get (o6fi el dNam
ofieldT

String fieldType = (String) dataMap.get (6
StringfieldValue=(String)Jd at aMap. get (6fi el dVal ued) ;

if (String.isNotBlank(fieldValue)j

Map < String, String > charMap = new Map < String, String > ();

for (Key_mdt k: Key_mdt.getall().values()) {

charMap.put(k.Oldc, k.New_c);

}
List < String > tempArray = fieldValue.split(0)
StringreturnStr =0 ;

for (StringcharactertempArray){

returnStr+= charMap.containsKey(charact®&g¢harMap.get(charactertharacter;

}
if (String.isBlank(returnStr)) {
returnStr= fieldValue;

}
returnStr = returnStr.escapeCsv();

dat aMap. putrétdriSinel dVal ue 6,

}
}
returndataMap;
}
}

O O

eo)
ypeod)

Below arethe stepsto implement an ApeRction masking solutioii

Step1: Create d&New Configuration

Openthe DataMasker app andlicko n 6 C o n f in grdentoareatem neviiconfiguration
record.Click on the6 N e butbon anchame theconfiguration.

C Al w Search Configurations and more. ~;;—|v E:_
Configurations v

=9 Configurations N CHERAR G
0 s e

4items » Sorted by Configuration Name « Filtered by All configurations » Updated 33 minutes ago

ess
222 Data Masker Recommendations Patterns v License  Contacts v/



New Configuration

Configuration Name < Configuration Id @
Apex action testing
Description @
P

Delete Settings

Attachments & Files €@

Events @
Notes @ Tasks @
Chatter @ Emails @

Cancel Save & New

Openthe configuration byclicking on thelink.
c Al w Q,  Search Configurations and more...

EEE Data Masker Recommendations v  Configurations ~

Patterns License Contacts

ﬁ Configurations
All v *

4 items » Sorted by Configuration Name « Filtered by All configurations » Updated 39 minutes ago Q. Search this l

Configuration Name T s | Description

Apex action testing

2 Sample
3 sample Configuration Test Case to Reproduce Attempt to De-reference Mull object issue
4 Test Case

Case (Dereference Null Object error)

Step2: Create arDbject Maskingecord

Createan ObjectMasking record fothe Objectonwhich you wantto use ApexAction. Inthis
casethe Object is Contact.

™= Configuration

Masking with Apex Action Run Masking Edit Run Post Refresh Activities | v i

0 Congratulations! DataMasker setup is complete and ready for use.

v Information a Object Maskings (2)

2 items - Sorted by Group + Updated a few seconds ago
Configuration Name
MaskinBih /e Acton Object Masking Na... | Record Type v | Description v | Group * v Sequence v FilterCrit..
Description @
1 Account Mask Records Group 1 10
2 Mask Records Group 1 10
v Org-Wide Delete Settings
View All
Attachments & Files @8 Fuents @3

Step3: Click on theobjectlink to addfields for making.Userswill be redirectedo thefield
masking layout.



Add the Apex ActionClassName.

Add the Apex Action classnamein thed E nY & Ir texa feeld. Here, youcanadd mordields as
perbusiness requirements.

Users can add multiple fields at the same time by checking the checkbox. Select Replace with
OApaxd enter the class name O6DM_Of buscationCu
the Savéutton.

B cract

v Deta 1 Field Maskings “

Field Action Replace With Replacing Value

Here,mappingis all setanduserscan maskecordswith definedApex Action.
Forexample supposeve wantto replacefirst namefi J o bf thécontactwith Apex Action and
theuser has createdkay as follows

J->X,0->w,h->b,n->c.

Then,aftermaskingfi J o ht wib be maskedwith the mentionedkey and thenewfirst name
willl ook 1 i ke #AXwbco.

L e ttaltem Contactrecordi J oSmmi t h o .

' Al w o Search Contacts and more...

EEE Data Masker Recommendations Configurations Patterns License Contacts

Contact

Mr. John Smith &

| Title Account Name Phone (2) w Email Contact Owner
Solution Engineers NN Corp 456154321 johnsm@cc.app #3 Niketan Newale 3
Related Details News Consent
Contact Owner Phone
4 Niketan Newale 456154321
Name Mobile
Mr. John Smith 784561232
Account Name Email
NN Corp johnsm@cc.app

Now openthe configurationandstartmaskingfor Apex Action by clicking onthefi R u n
Ma s k ibuttgn@and following theteps.



m Configuration

Masking with Apex Action

Edit  RunPostRefresh Activities v

@ Congratulations! DataMasker setup is complete and ready for use.

v Information

) object Maskings (2)

Configuration Name

2items - Sorted by Group - Updated a few seconds ago
Masking with Apex Action

& C New
Object Masking Na... v  Record Type “ | Description v Group * v

Description @

Account Mask Records Group 1

Contact Mask Records

Sequence v  Filter Crit.
10
2
v Org-Wide Delete Settings
Attachmants & Filac @8

Group 1 10
Fuantc

View All

After successfully masking, the record will be masked as mentioned keys in the Custom
Metadata. In thisasefi J o hwill be replacedwith thet e x t

i Xwbco.
C

All w Search...

Data Masker

Recommendations v/

= Coniad
M Xbcsmith -

Configurations ~  Patterns

License  Contacts v

Title Account Name Phone (2) w Email Contact Owner
|1 Solution Engineers NN Corp 456154321 johnsm@cc.app 79 Niketan Newale ¢*
| SEREENESERGSR RSSO 0 fhibem M3
Related Details News Consent

In thisway, theuser caraddmultiple fieldsin maskingand carmaskdatawith APEX action



Data Masking Using ActionT Formula
Field

DataMaskersupportgheactioné F o r mu evihidhieplaceghefield valuewith thevalue
returnedoy theFormulaField.
Thereareseveraldatatypesthatsupport Formula Fieldeturntypeslike Checkbox, Currency,
Date,Number, Percent, Text, and Time.
Pre-requisites:
Initially, FormulaField action ishiddenfrom the FieldMappingLayout,so theuserneedso
unhidethis from theSetup.
To unhidethe Formula Field follow thbelow step$
Solution Stepsi
Step1:i. Goto ObjectManager
li. Search foan objecb Fi Md sdk i ng 6
lii. Click onthe Fieldd F u r At cht eifrormtléeobjecté F i Md sdk i n g 6

SETUP > OBJECT MANAGER
< = -
2 Field Masking

Wik - T T T ) - Dahadic S b =T Vil ol

Fields & Relationships Quick Find New Deleted Fields
15 Items, Sorted by Field Label

Details

| Fields & Relationships

Page Layouts Field Label pcldm__Field_Label__c Text(255)
Lightning Record Pages Field Masking Name Name Text(80)
Buttons, Links, and Actions
Field Type pcldm__Field_Type_c Text(255)
Compact Layouts
. Further Action pcldm__Further_Action__c Picklist Action
Field Sets
Object Limits Last Modified By LastModifiedByld Lookup(User)
Record Types Object Masking pcldm__Object_Masking__c Master-Detail(Object Masking)

iv. Scroll Down tothelnactiveValues section


https://cloudcompliance.app/docs/datamasker/configure-datamasker/data-masking-using-action-formula-field/
https://cloudcompliance.app/docs/datamasker/configure-datamasker/data-masking-using-action-formula-field/

v. Clickonthe6 Acti vat ebo

T After completingStepl, theUserneed€o completeStep2 to includethe6 For mu | a
F i edctmrdin therield Masking component.
Step2: i. Goto ObjectManager
li. SearchHorobjecto Fi Md sdk i ng 6
lii. Click onthe Fielddé F u r At cht eifrommtlieobjectdo F i Md sdk i n g 6
iv. ScrollDowntothed P i cOxp tiissmetiend

















































































































































































































































































