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"Sensit ive Personal  Information" is  added as a new category.  I t
inc ludes Government ID,  F inances,  Geolocat ion,  Race,  re l ig ion
and union membership,  Communicat ions,  Genet ics ,  Biometr ics ,
Health & Sexual  or ientat ion

Ref .  https: / /b i t . ly /cprasensit ivedata

Inventor ize,  Classi fy & Categor ize customer data in your
Salesforce Org(s)

You can automate data inventory and use Salesforce Data
Classi f icat ion f ie lds with our Personal  Data Discovery

NEW CATEGORY - "SENSITIVE PERSONAL INFORMATION"

PERSONAL DATA DISCOVERY

https://iapp.org/news/a/new-categories-new-rights-the-cpras-opt-out-provision-for-sensitive-data/
https://bit.ly/cprasensitivedata
https://cloudcompliance.app/products/personal-data-discovery/?utm_source=website&utm_medium=pdf&utm_campaign=ccpa_cpra_pdf_3


Customers have the r ight  to opt-out of  automated decis ion-
making technology such as "Prof i l ing" for  sensit ive personal
information.  Addit ional  considerat ions for  Minors that  may be
useful  for  specif ic  businesses.  

Ref .  https: / /b i t . ly /cprasensit ivedata

Record "Opt-out" for  automated processing and data
shar ing with 3rd part ies .  

Integrate with Web Form/Third party requests systems to
automatical ly  store opt-outs/ ins in Salesforce.  

You can easi ly  manage Opt-outs with Salesforce's  Consent
& Indiv idual  Objects using our Consent Management.

OPT-OUT & PROFILING RESTRICTIONS

CONSENT MANAGEMENT

https://iapp.org/news/a/new-categories-new-rights-the-cpras-opt-out-provision-for-sensitive-data/
https://bit.ly/cprasensitivedata
https://cloudcompliance.app/products/consent-management/?utm_source=website&utm_medium=pdf&utm_campaign=ccpa_cpra_pdf_4


In  addit ion to the CCPA's Data delet ion requirements,
businesses are required to not i fy  3rd part ies with whom this
data was shared

Ref .https: / /b i t . ly / impactofcpra

Enable data anonymizat ion or  delet ion in Salesforce
Special  considerat ions for  Converted Leads,  Cases,  Case
Comments,  User ,  F i les ,  F ie ld History,  Emai l  h istory &
Archive Act iv i ty objects .  

Integrate your 3rd part ies & provide Nat ive APIs to your
partners with our Pr ivacy Rights Automation.

RIGHT TO DELETE (RTBF) 

PRIVACY RIGHT AUTOMATION

https://iapp.org/news/a/new-categories-new-rights-the-cpras-opt-out-provision-for-sensitive-data/
https://bit.ly/impactofcpra
https://cloudcompliance.app/products/privacy-rights-automation/?utm_source=website&utm_medium=pdf&utm_campaign=ccpa_cpra_pdf_5


In  addit ion to the CCPA's Data Portabi l i ty  requirements,
businesses should also provide the abi l i ty  to transmit  a
commonly accepted format to 3rd part ies .

Ref .  https: / /b i t . ly / r ightsandobl igat ion

Enable a thorough data portabi l i ty  capabi l i ty  in Salesforce.  

Br ing al l  re levant customer data across from al l  parent/chi ld
& look up objects .  

E l iminate custom development for  your Org and integrate
via our Pr ivacy Rights Automation APIs for  CSV, PDF or
JSON format.

RIGHT TO DATA PORTABILITY

PRIVACY RIGHT AUTOMATION

https://iapp.org/news/a/new-categories-new-rights-the-cpras-opt-out-provision-for-sensitive-data/
https://bit.ly/rightsandobligation
https://cloudcompliance.app/products/privacy-rights-automation/?utm_source=website&utm_medium=pdf&utm_campaign=ccpa_cpra_pdf_5


. . .CCPA does not specif ical ly  include a “reasonable secur i ty”
requirement,  the pr ivate r ight  of  act ion provis ion,  Sect ion
1798.150,  is  based on a business v io lat ing i ts  “duty to
implement and maintain reasonable secur i ty procedures and
pract ices” and uses the def in i t ion of  “personal  information”
from Cal i fornia ’s  Customer Records Act . . .

 Ref .https: / /b i t . ly / r ightsandobl igat ion

Mask Salesforce Sandbox Data to protect  unauthor ized
access or  leaks from less hardened Orgs.

Protect  your Organizat ion from Breaches & CPRA Fines
with our Salesforce nat ive FREE DataMasker tool .

 

REASONABLE SECURITY

DATAMASKER

https://iapp.org/news/a/new-categories-new-rights-the-cpras-opt-out-provision-for-sensitive-data/
https://iapp.org/news/a/top-10-operational-impacts-of-the-cpra-part-8-rights-to-delete-no-retaliation-and-childrens-privacy/
https://bit.ly/rightsandobligation
https://cloudcompliance.app/products/sandbox-datamasker/?utm_source=website&utm_medium=pdf&utm_campaign=ccpa_cpra_pdf_2


“[a]  business’s  col lect ion,  use,  retent ion and shar ing of  a
consumer’s  personal  information shal l  be reasonably necessary
and proport ionate to achieve the purposes for  which the
personal  information was col lected or  processed. . . ”   

Ref .  https: / /b i t . ly / r ightsandobl igat ion

Minimize data capture across common processes in your
Org -  Lead Registrat ion,  Quot ing/CPQ, Customer
Onboarding,  Case opening,  2nd & 3rd party data imports .

Tag & apply governance with Salesforce Data Classi f icat ion
across Customer data in var ious categor ies.

Comply with your retent ion pol ic ies & reduce data footpr int
with our Data Retent ion & Minimizat ion.

 

DATA MINIMIZATION / RETENTION & PURPOSE LIMITATION

DATA MINIMIZATION & RETENTION

https://iapp.org/news/a/new-categories-new-rights-the-cpras-opt-out-provision-for-sensitive-data/
https://iapp.org/news/a/new-categories-new-rights-the-cpras-opt-out-provision-for-sensitive-data/
https://iapp.org/news/a/top-10-operational-impacts-of-the-cpra-part-8-rights-to-delete-no-retaliation-and-childrens-privacy/
https://iapp.org/news/a/top-10-operational-impacts-of-the-cpra-part-9-the-scope-of-the-anticipated-cpra-regulations/
https://iapp.org/news/a/top-10-operational-impacts-of-the-cpra-part-4-other-expanded-rights-and-obligations/
https://bit.ly/rightsandobligation
https://cloudcompliance.app/products/data-retention/?utm_source=website&utm_medium=pdf&utm_campaign=ccpa_cpra_pdf_6


Businesses are required to conduct annual  cybersecur i ty audits
and "regular"  r isk assessments i f  the business's  "processing of
consumers'  personal  information presents a s ignif icant r isk to
consumers'  pr ivacy or  secur i ty ."  

Ref .https: / /b i t . ly /operat ional impact

Run Salesforce Health Check to ensure you are fo l lowing
Salesforce best  pract ices

AUDIT & RISK ASSESSMENT

CPRA CHEATSHEET FOR SALESFORCE

https://iapp.org/news/a/new-categories-new-rights-the-cpras-opt-out-provision-for-sensitive-data/
https://iapp.org/news/a/top-10-operational-impacts-of-the-cpra-part-8-rights-to-delete-no-retaliation-and-childrens-privacy/
https://bit.ly/operationalimpact
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